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Executive summary

The transnational organized crime threat landscape
in Southeast Asia is evolving faster than in any
previous point in history. This change has been
marked by growth in the production and trafficking
of synthetic drugs and cyber-enabled fraud, driven
by highly sophisticated syndicates and complex
networks of money launderers, human traffickers,
and a growing number of other service providers
and facilitators.

Despite mounting enforcement efforts, cyber-
enabled fraud has continued to intensify, resulting
in estimated financial losses between US $18 billion
and S37 billion from scams targeting victims in
East and Southeast Asia in 2023.%? A predominant
proportion of these losses were attributed to scams
committed by organized crime groups in Southeast
Asia.

1 The total estimated financial loss is the sum of the losses from
cyber-enabled fraud victims across 12 countries and territories
in East and Southeast Asia: China, Hong Kong (China), Macau
(China), Indonesia, Japan, Malaysia, the Philippines, the Republic
of Korea, Singapore, Thailand, Taiwan Province of China, and Viet
Nam. For each country and territory, the estimated financial loss
was calculated using the following formula: Estimated financial
loss per country = (Reported financial loss) x (100 + Reporting
rate (%)).

2 Another approach to understanding the size of the cyber-
enabled fraud industry in Southeast Asia is by examining the
proceeds generated by people working within it. Based on
information provided by regional law enforcement agencies,
UNODC estimates that organized criminal networks engaged
in cyber-enabled fraud generate between US $27.4 and $36.5
billion annually. This range is based on the estimated labour
force in scam centres in 10 Southeast Asian countries (ASEAN
members) and the average amount of proceeds generated (or
stolen) by each individual. While this estimate offers a different
perspective and also highlights the sheer scale of the industry in
Southeast Asia, there are uncertainties regarding both estimated
labour force and average revenues generated per person.

Executive summary I

Fundamentally, the sheer scale of proceeds being
generated within the region’s booming illicit
economy has required the professionalization and
innovation of money laundering activities, and
transnational criminal groups in Southeast Asia
have emerged as global market leaders. Building
on existing underground banking infrastructure
including underregulated casinos, junkets, and
illegal online gambling platforms that have adopted
cryptocurrency, the proliferation of high-risk virtual
asset service providers (VASPs) across Southeast
Asia have now emerged as a new vehicle through
which this has taken place, servicing criminal
industries without accountability.

Against this backdrop, it has become clear that
several countries in Southeast Asia, and particularly
those in the Mekong, have been targeted as a key
testing ground for transnational criminal networks
looking to expand their influence and diversify into
new business lines. Asian crime syndicates have
rapidly integrated new service-based business
models and technologies including malware,
generative Al, and deepfakes into their operations
while opening up new underground markets
and cryptocurrency solutions for their money
laundering needs.

As law enforcement and regulators stepped up their
efforts against casinos, illegal online gambling, and
cyber-enabled fraud in Southeast Asia, organized
crime have hedged and consolidated by expanding
operations across inaccessible and autonomous
non-state armed group territories and other
criminal enclaves in and around the Golden Triangle
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and elsewhere in the region and beyond. It is now
increasingly clear that a potentially irreversible
displacement and spillover has taken place in
which organized crime are able to pick, choose, and
move value and jurisdictions as needed, with the
resulting situation rapidly outpacing the capacity of
governments to contain it.

Expanding on UNODC's past analyses of casinos,
money laundering, underground banking and
transnational organized crime in Southeast Asia, the
development of this report has required analysis of
law enforcement investigations and prosecutions
which have provided insights into the region’s
shifting threat landscape. More specifically, it has
been developed through extensive examination of
criminal indictments and case records, intelligence
analysis, court documents, and corporate records,
as well as consultation with both international and
regional law enforcement and criminal intelligence
partners. UNODC has also conducted an extensive
mapping and analysis of data obtained from
thousands of Telegram underground marketplaces,
groups, and channels attributed to Asian organized
crime networks and affiliated service providers.

The report consists of three comprehensive
chapters, offering insights into the latest regional
developments and trends, underground banking
and money laundering, and technological
innovation fueling the ongoing situation. It
presents information and data points that have not
previously been pieced together, representing a
unique attempt to further improve understanding
of the region’s evolving criminal ecosystem and the
convergence of cyber-enabled fraud, underground
banking, and technological innovation.

Failure to address this ecosystem will have
consequences for Southeast Asia and other regions
as organized crime reinvest to further innovate,
professionalize, and consolidate operations. The
report provides recommendations to improve
knowledge, awareness, policy, capacity, and
coordination, and aims to serve as a foundation
for accelerated solutions and deeper engagement
between countries in Southeast Asia and their
international partners.

Convergence of cyber-enabled fraud,
underground banking, and transnational
organized crime

While cyber-enabled fraud continues to expand and
poses growing challenges, the region is witnessing
a major convergence of different crime types and
criminal services. Rapidly shifting advancements
in physical, technological, and digital infrastructure
have allowed organized crime networks to expand
these operations. Casinos, hotels, Special Economic
Zones (SEZs), and other business parks and property
developments across the region have become hubs
for the booming illicit economy, adding to existing
governance challenges in many of the region’s
borderareas. Thesevenueshave beenfoundtoserve
as strongholds from which transnational criminal
groups may operate, convene, and conduct other
criminal activities including drug production and
trafficking, illegal gambling, trafficking in persons
for forced criminality, prostitution, pornography,
and money laundering operations, among others.

The development of novel digital solutions in money
laundering and underground banking has enabled
the continued expansion of the criminal business
environment across Southeast Asia, creating high-
speed channels for effectively integrating billions
in criminal proceeds into the formal financial
system with impunity. This has in turn attracted
new criminal networks, innovators, and specialist
service providers to enter illicit markets while
simultaneously driving demand for sophisticated
new channels to be created.

At the same time, significant developments relating
to large underground online marketplaces explicitly
servicing transnational criminal groups in Southeast
Asia have also taken place and exacerbated
existing challenges while accelerating ongoing
convergence. Several platforms controlled by
powerful and influential regional criminal networks
have come to dominate the illicit economy,
particularly on Telegram, representing key venues
where criminals and service providers congregate,
connect, and conduct business online, fueling the
growth of the regional illicit economy. Together,
this infrastructure and convergence has created
conditions for self-sustained growth of the criminal
ecosystem, enabling the targeting of people far
beyond the region.



Professionalization and consolidation of a
criminal service economy

Inflow of capital and expansion of markets has led
to increasing professionalization among criminal
operations and actors providing services to them.
Cyber-enabled fraud operations have taken on
industrial proportions, with independent and
scattered fraud gangs being replaced by larger,
consolidated criminal groups often operating under
the guise of industrial and science and technology
parks as well as casinos and hotels.>*° Authorities
have further indicated that these groups have
created stable networks consisting of vast physical
and internet communication technology (ICT)
infrastructure while leveraging a new service-based
business model online under which previously
independent groups now operate.®’

KK Park, Kayin State, Myanmar, June 2019 (top) and June 2024
(bottom). Source: Google Earth, e-GEOS and European Space Agency,
2024.

3 UNODC, Casinos, Money Laundering, Underground Banking
and Transnational Organized Crime in East and Southeast Asia,
January 2024.

4 Global Fraud Summit, National Police Agency of Japan, Tokyo,
Japan, September 2024.

5  Supreme People’s Procuratorate of the People’s Republic of
China, I ZA KT HRIE B EMKIEIR R HXBICRT
£ (20234F) [Procuratorial Organs’ Efforts to Combat
and Govern Telecommunications Network Fraud and Related
Crimes (2023)], 30 November 2023. https://www.spp.gov.cn/
xwfbh/wsfbt/202311/t20231130_635181.shtml#2.

6 Ibid.

7 Global Fraud Meeting, National Police Agency of Japan, Tokyo,
Japan, September 2024.
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Rapidly expanding compounds such as KK Park
in Myanmar’s Kayin State, have proliferated
throughout Southeast Asia, particularly in the
Mekong region and Philippines. They are often
heavily fortified and securitized, characterized by
high walls, barbed wire, armed guards, and strict
surveillance of those who work there. Owners of
these sites typically rent space to criminal groups
and operators, and a single location may house
numerous tenants engaged in a range of illicit
online activities targeting different jurisdictions and
managing online gaming platforms. In parallel to the
expansion of physical infrastructure, the industry
has seen an influx of increasingly specialized service
providers. Focusing on specific services such as
cybercrime, data harvesting, money laundering,
and various Al-driven solutions, they have been at
the heart of ongoing professionalization and have
allowed criminal groups to leverage synergies and
invest in a broad range of activities.

Expansion of regional underground banking
and the rise of cryptocurrency misuse and
high-risk VASPs

Underregulated casinos and junkets as well as illegal
online gambling platforms continue to represent a
critical piece of infrastructure serving the needs
of transnational organized crime groups operating
in and beyond the region. These industries have
increasingly come to utilize cryptocurrency and
have turned to or in many cases evolved into
unauthorized and high-risk virtual asset service
providers (VASPs) based in vulnerable parts of
the region, compounding challenges faced by
international law enforcement.

It has proven extremely difficult for authorities in
East and Southeast Asia to effectively enforce laws
and regulations to contain the spread of illegal
online gambling — let alone to determine the source
of funds used to place illegal bets — and the multi-
billion-dollar industry has flourished across what
some insiders prefer to call ‘grey’, ‘black’, or ‘pre-
regulated’ markets. In so doing, illegal operators
have proven their ability to serve as an effective
legal, regulatory, andfiscal cover utilized by criminals
to mask the true nature of illicit financial flows. The
overwhelming success of this shadowy industry
has also necessitated sophisticated new methods
of processing and laundering vast amounts in
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Figure 1. Stages of gambling-based money laundering
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3. Integration

The laundered funds are
withdrawn or used for legitimate
transactions which can include
purchasing assets or transferring
money to other accounts,
effectively commingling. Funds
can also be further obfuscated by
being processed through multiple
online gambling platforms.

Return money to
/ central accounts

‘ Luxury assets
Investment in

funds \
transactlons

Source: elaboration based on UNODC, Casinos, Money Laundering, Underground Banking and Transnational Organized Crime in East and Southeast

Asia, January 2024.

illegal transactions and criminal proceeds. This has
generated unprecedented demand for laundering-
as-a-service providers which have been heavily
utilized by powerful criminal networks engaged in
far more than illegal online gambling.

In addition to the complex challenges posed
by underregulated casinos and junkets, illegal
online gambling platforms, and the sophisticated
underground banking and money laundering
networks needed to service them, the rise of
unauthorized and high-risk VASPs have complicated
the present situation. More specifically, the
proliferation of high-risk exchanges, over-the-
counter (OTC) services, large peer-to-peer (P2P)
traders and other related businesses controlled by
and facilitating transnational organized crime has
fundamentally reshaped the business environment
for criminal groups operating in Southeast Asia,
particularly the Mekong.

As cases examined in this report demonstrate,
major gaps in regional regulatory frameworks,
awareness, and enforcement capacity are clearly
being exploited by high-risk that have VASPs who
have been able to present themselves as legitimate,

registered financial businesses despite being wholly
unauthorized to engage in cryptocurrency-related
activities.

The growing adoption of cryptocurrency within
Southeast Asia’s illicit economy has served as
an important catalyst for cyber-enabled fraud
operators based in the region to expand globally.
This is due to the ease with which rapid cross-
border transactions can take place, widespread
misinformation and low levels of understanding
about how cryptocurrency functions, and, in
some cases, the breakdown of cross-border law
enforcement cooperation, investigation, case
intake, and asset recovery.

Powerful transnational criminal networks have
developed a range of sophisticated mechanisms,
structures, and techniques to launder stolen funds,
particularly using stablecoins — or cryptocurrencies
pegged to and backed by fiat currencies like the
U.S. dollar — which have become popular in East
and Southeast Asia compared to other regions.®
While stablecoins have increased in popularity

8 Chainalysis, East Asia: Pro Traders and Stablecoins Drive World’s
Biggest Cryptocurrency Market, August 2020.



among legitimate users in recent years, they have
become especially popular among criminal groups,
particularly those involved in cyber-enabled fraud.®
This is consistent with the findings of authorities in
East and Southerast Asia which continue to report
that stablecoins, and particularly Tether (USDT) on
the TRON (TRX) blockchain, represent the preferred
choice for Asian crime syndicates engaged in cyber-
enabled fraud and money laundering operations
servicing a wide range of criminal actors in and
beyond the region.101!

Figure 2. lllicit transaction volume by crime category
and asset type, 2023

Stablecoins | Altcoins [ ETH [l BTC

100%

Source: Chainalysis, 2024.

Figure 3. lllicit transaction volume by asset type, 2018-
2023

= Stablecoins' share of total transaction volume  Stablecoins 1"/ Altcoins W ETH [ BTC

100%

Share of illicit transaction volume
Stablecoins' share of all transaction volume

2018 2019 2023

Source: Chainalysis, 2024.

Therole of VASPs and theimpact of cryptocurrencies
is best illustrated by the example of one high-risk
Mekong-based VASP whose core business heavily
relies on USDT. The entity has been found to have
processed between US $49 billion and $64 billion
in total cryptocurrency trading volume between
2021 and 2024, representing the largest service
provider in its category in the Asia-Pacific region

9 Ibid.

10 Global Fraud Meeting, National Police Agency of Japan, Tokyo,
Japan, September 2024.

11  UNODC, Regional Meeting of Analysts and Investigators, August
2024.

Executive summary I

by some estimates.!**3* While transactions relate
to both licit and illicit activity, on-chain analysis
indicates that the entity has up to 4.5 times more
counterparty exposure to transactions with higher-
risk entities including online gambling platforms,
major multi-million-dollar cyber-enabled fraud
schemes, and high-risk exchanges compared to its
regional competitors.’>? |t has also engaged in at
least hundreds of millions of dollars in transactions
with entities directly involved in or connected to
large-scale drug trafficking, human trafficking,
cybercrime, and the sale and distribution of
child sexual abuse material online. This includes
transactions with OFAC-sanctioned entities and
several wallets linked to Lazarus Group?’- attributed
hacking incidents.

Adoption of new technologies and growing
sophistication of criminal networks

Much like companies operating in the formal
economy, the way in which transnational organized
crime groups and cybercriminals alike have
developed services and products that are sold to
other criminal actors has represented one of the
most significant developments to take within the
regional threat landscape over past decades. This
has led to a thriving criminal service economy and
promoted specialization within it, in turn lowering
the barrier to entry across a range of cyber and
cyber-enabled crimes as well as other crime types.

12 TRM Labs, UNODC, Workshop on Cybercrime, Digital Forensics
and Digital Evidence: Addressing Online fraud, Ransomware, and
Transnational Organized Crime Challenges, Vientiane, Lao PDR,
June 2024.

13 Chainalysis, 2024 Crypto Crime Mid-year Update Part 2:
China-based CSAM and Cybercrime Networks On The Rise, Pig
Butchering Scams Remain Lucrative, August 2024. Accessed at:
https://www.chainalysis.com/blog/2024-crypto-crime-mid-
year-update-part-2/.

14 Many blockchain analysis and intelligence experts and companies
supporting law enforcement investigations have also expressed
challenges in analyzing and profiling large and diversified grey-
market service providers due to the fact that these entities can
involve high transaction volumes of funds derived from both
legitimate business activities as well as proceeds of crime.

15 TRM Labs, UNODC, Workshop on Cybercrime, Digital Forensics
and Digital Evidence: Addressing Online fraud, Ransomware, and
Transnational Organized Crime Challenges, Vientiane, Lao PDR,
June 2024.

16 Chainalysis, 2024 Crypto Crime Mid-year Update Part 2:
China-based CSAM and Cybercrime Networks On The Rise, Pig
Butchering Scams Remain Lucrative, August 2024. Accessed at:
https://www.chainalysis.com/blog/2024-crypto-crime-mid-
year-update-part-2/.

17 The Lazarus Group is a cyber threat actor best known for
conducting high-profile financial cyberattacks and engaging in
cyber espionage. Their operations often involve the deployment
of sophisticated malware and more recently have been attributed
to billions of dollars in stolen cryptocurrency.
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Criminals are no longer required to handle their
own money laundering, coding malware, or stealing
sensitive personal information to profile potential
victims or obtain initial access for their attacks
themselves. Instead, these key components can be
purchased from service providers in underground
markets and forums, often at very accessible prices.

These service providers continue to evolve, ranging
from bulletproof hosting, so-called grey and black
data products, and malvertising to phishing-,
hacking-, money mule-, and software and malware,
among others, which together have fueled the
booming regional cyber-enabled fraud industry.

Figure 4. Goods, products and services commonly
advertised on underground online marketplaces and
forums targeting cyber-enabled fraud operators and
other criminal actors in Southeast Asia

Credit Card
Dumps, Full
sets of PII' Goods

Malware — Ransomware,
Trojans, Loaders,
Account Checking Tools,
RATs, Info-stealers

Products

Services

Bulletproof Hosting?

Goods, products and services advertised by vendors on underground
marketplaces and forums targeting cyber-enabled fraud operators and
other criminal actors in Southeast Asia. Sorce: Elaboration based on
Amplifying Signals from the Underground, Black Hat, 2017.

Criminal groups and service providers based in the
region have also been quick to respond to mounting
law enforcement pressure by capitalizing on the
diffusion of powerful and increasingly accessible
new technologies including blockchain, cloud
computing, generative artificial intelligence, and
machine learning, among others. This has provided
criminal networks with a range of opportunities to
develop new fraud capabilities, improve existing
tactics and techniques, rely more heavily on
technological processes as opposed to trafficked
labour, and expand channels for obfuscating and
laundering criminal proceeds. Taken together, this
enables organized crime to dramatically scale up,
fine-tune, and automate operations.

Perhaps most concerningly, the shifting threat
landscape risks fundamentally reshaping the

existing cyber-enabled fraud business model
in Southeast Asia, making it considerably more
difficult for many overwhelmed enforcement
agencies and criminal justice systems to disrupt
related criminal operations.

Integration of generative artificial intelligence

The integration of artificial intelligence (Al)*®
technologies by transnational criminal groups
involved in cyber-enabled fraud is a particularly
complex and alarming trend increasingly observed
in Southeast Asia.’®?*2! With the growing public
accessibility of generative Al?? tools, this technology
has become a powerful force multiplier for criminal
activities such as identity theft, fraud, data privacy
violations, and intellectual property breaches, as
well as threats to national security. The increased
availability of open-source tools further amplifies
the risk, enabling a wider range of illicit activities,
including biometric identification fraud and
the creation of Al-assisted sextortion and other
fraudulent content.

While some limitations to its use remain?, Al-
powered tools, tactics, techniques, and processes

18 Artificial Intelligence (Al) refers to the simulation of human
intelligence processes by machines, particularly computer
systems. These processes include learning (the acquisition of
information and rules for using it), reasoning (using rules to
reach approximate or definite conclusions), and self-correction.
Al can encompass a broad spectrum of methodologies and
technologies, which enable machines to perform tasks that
typically require human cognitive abilities.

19 UNODC, Regional Meeting of Analysts on Transnational
Organized Crime and Cyber-Enabled Fraud, Bangkok, Thailand,
August 2024.

20 Global Fraud Meeting, National Police Agency of Japan, Tokyo,
Japan, September 2024.

21 Supreme People’s Procuratorate of the People’s Republic of
China, #EHAFTHIAIBBEMKZIFRAERBILRTIE
&5 (20234F) [Procuratorial Organs’ Efforts to Combat and
Govern Telecommunications Network Fraud and Related Crimes
(2023)], 30 November 2023.

22 This area within deep learning focuses on algorithms that can
generate new data based on learned patterns. GenAl models
combine existing information to create novel content, such
as images or text, with a high degree of personalization and
contextual relevance.

23 For instance, there is indication that criminal groups based in
the region continue to prefer to utilize human models for the
purposes of various investment, romance, and impersonation
fraud schemes due to significant inadequacies in the present
state of real-time deepfake software currently on offer by
various regional service providers online. At the same time,
researchers and other experts have noted limitations in real-time
Al-generated chatbots, particularly in the case of communicating
feelings and emotions in the context of social engineering
schemes which has presently continues to hinder the ability of
criminal groups to completely automate the chatting process
using these tools. It should be noted, however, that Al-generated
content is improving on a daily basis, and many of the present
challenges that exist today are anticipated to be overcome
imminently.



offer a wide range of possibilities to criminal
groups looking to exploit this powerful technology.
This includes but is not limited to automating
phishing attacks, crafting convincing fake identities
and online profiles, and generating personalized
scripts to deceive victims while engaging in real-
time conversations in hundreds of languages.
Additionally, there is strong indication that Al-
generated content, and particularly deepfakes,?
is increasingly being misused by criminal groups
in Southeast Asia for malicious purposes such
as impersonation fraud, deepfake pornography,
sextortion, and other cyber-enabled fraud schemes
through the alteration of authentic video footage
and audio.

These developments have not only expanded the
scope and efficiency of cyber-enabled fraud and
cybercrime, but have also lowered the barriers to
entry for criminal networks that previously lacked
the technical skills to exploit more sophisticated and
profitable methods. The integration of Al-driven
techniques will in turn increase cyber-enabled
fraud in terms of volume — or amplifying fraudsters’
potential reach by enabling fraud to take place at
greater speeds and scale — alongside sophistication
over time which will increase the efficiency of
criminal groups by enabling the creation of more
convincing and personalized fraud content.

Deepfake-related crimes are on the rise in the
Asia-Pacific region, with some studies reporting a
staggering 1,530 per cent increase between 2022
and 2023.% In addition to the increased ease of
adoption by organized crime groups, this creates
significant challenges in criminal justice systems not
equipped to deal with the broader impact of failing
content-based verification at scale. This has also
caused major issues for consumers and industries
depending on digital know-your-customer (KYC)
processes.

24  Deepfakes are a type of synthetic media generated through
advanced Al and machine learning techniques. The core
elements of Al include Machine Learning, Deep Learning,
Generative Al' and Large Language Models (LLMs). Deepfake
technologies allow for the creation of Al-generated digital
content, and particularly videos and audio, that can look and
sound remarkably authentic. Through the manipulation of
facial expressions, lip synchronization, and vocal intonations,
deepfakes can convincingly fabricate scenarios to falsely portray
individuals as engaging in activities or making statements that
they did not actually perform or utter.

25  Sumsub, Identity Fraud Report, https://sumsub.com/
fraud-report-2023/ https://www.indiatoday.in/india/
story/india-among-top-targets-of-deepfake-identity-
fraud-2472241-2023-12-05.

Executive summary I

Figure 5. Primary application of Al tools used to
perpetrate cyber-enabled fraud and scams
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Figure 6. Top five countries in the Asia Pacific region by
deepfake incident growth, 2022 - 2023
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Analysis of hundreds of regionally-focused
Telegram underground marketplaces and forums
shows that the growing integration of deepfake
technology is being driven by new online vendors
and service providers marketing Al-powered tools
to criminal groups engaged in cyber-enabled fraud.
This includes the use of Al-generated content for
social engineering in fraud schemes, deceptive
recruitment campaigns (i.e. recruitment of victims
of trafficking for forced criminality), disinformation,
and money laundering by services specializing in
bypassing KYC measures — demonstrated by more
than a 600 per cent?® increase in mentions of
deepfake-related content targeting criminal groups
across monitored platforms between February and
July 2024.% There is also increasing evidence of Al

26 Based on internal UNODC research and analysis.

27 These findings are consistent with other recent research. For
instance, according to iProov’s Threat Intelligence Report
2024, statistics show face swap injection attacks increased by
a staggering 704 per cent in the second half of 2023 compared
to the first half. Another analysis by Point Predictive of over 10
million instant messages from the top 25 Telegram fraud forums
between 2020 - 2024 revealed a massive spike in related keyword
mentions, surging to over 37,000 messages in a March 2024—a
900 per cent increase over the previous month.
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tools including jailbroken large language models
(LLMs) being used to develop malicious code, as
well as use in data processing to enhance victim
profiling efficiency.

Figure 7. Mentions of deepfake keywords in select
Telegram marketplaces and forums in Southeast Asia,
February - July 2024
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Source: UNODC 2024.

More recently, the deepfake technology suite on
offer in the region has been expanded to include
an integrated audio deepfake or so-called voice
swap feature, with some vendors same-day on-
site installation across several Southeast Asian
countries.

Recommendations

The following broad recommendations are
intended to help countries in the region address
the findings and vulnerabilities identified in this
report, and ultimately to strengthen the awareness,
understanding, and capacity of governments,
oversight authorities, and law enforcement in
Southeast Asia, and particularly those in the Mekong
region. They build on targeted recommendations
informed by ongoing dialogues and consultations
with governments and law enforcement in the
region, and are also alighed with comprehensive
and strategic recommendations provided in the
ASEAN + China Roadmap to Address Transnational
Organized Crime and Trafficking in Persons
Associated with Casinos and Scam Operations in
Southeast Asia.®

28 UNODC, ASEAN Member States and the People’s
Republic of China Regional Cooperation Roadmap to
Address Transnational Organized Crime and Trafficking
in Persons Associated with Casinos and Scam Operations
in  Southeast Asia, September 2023. Accessed at:
https://www.unodc.org/roseap/2023/09/asean-china-action-
plan-criminal-scams/story.html.

Knowledge and awareness

e Systematic organized crime analysis and threat
monitoring is undertaken on online gambling
platforms, junkets, cyber-enabled fraud, and
the integration of artificial intelligence, as well
as related money laundering, underground
banking, trafficking for forced criminality, and
other forms of organized crime. This includes
analysis and monitoring of the infiltration of
organized crime in legitimate business sectors,
in particular real estate, construction, logistics,
online gaming, virtual assets, and travel tour
operators.

e Aninstitutionalized regionalintelligence sharing
and threat monitoring platform focused on
cyber-enabled fraud and related transnational
organized crimes is developed and adopted
by governments in East and Southeast Asia to
improve situational awareness and regional
responses.

e Collaborative research is done with
governments in Southeast Asia to understand
illicit financial flows within the region, with an
emphasis on facilitators, offshore jurisdictions,
and methods and typologies.

e Monitoring of organized crime involvement
in casinos, junkets, cyber-enabled fraud
operations, and high-risk VASPs operating in
border areas, SEZs, and other criminal hubs is
conducted.

e Forums where transnational organized crimes
are discussed are used to expand awareness of,
and build momentum to address cyber-enabled
fraud, underground banking and money
laundering, and related organized crimes and
emerging technological threats.

e Advocacy is undertaken to expand public
awareness about the connection of the

underregulated casino and virtual asset
industries to organized crime.

Policy and legislation

e High level policy commitment, including

adoption of the Regional Strategic Roadmap
by ASEAN Senior Officials Meeting on
Transnational Crime.

¢ National action plans and a regional strategy
to deal with organized crime, underground
banking, money laundering, and related
criminality, in casinos, junkets, SEZs and other
criminal hubs are developed.



e Legislation and regulatory frameworks
related to money laundering, virtual assets,
asset forfeiture, casino supervision and
management, online gambling, and SEZs is
revised and strengthened.

e Mechanisms are established and enforced to
review profiles of investors in casinos, including
online platforms and junket operations, and
SEZs, as well as VASPs, to determine beneficial
ownership and associations with organized
crime.

e Where applicable, legislation related to
offshore online casino operations fall in line
with emerging industry best practices in moving
away from the Point of Establishment (‘POE’)
model to the Point of Consumption (‘POC’).

e Mutual legal assistance and judicial cooperation
frameworks are adapted to allow for more
efficient freezing and seizing of asset.

e Strengthening national counter trafficking
legislation, including through expansion of
the non-punishment principle to ensure
that victims are not criminalized for offences
committed as a result of their exploitation,
and to assure that trafficking in person for
forced criminality is reflected and prosecuted
according to the context of organized crime.

Enforcement and regulatory responses

e A regional inter-agency forum to share
information and intelligence on the use
of casinos, virtual assets, and high-risk or
unauthorized VASPs for money laundering
is created with participation of regulatory
bodies, financial intelligence units, and law
enforcement authorities.

e Unlicensed and unregulated casinos, including
online platforms, and high-risk or unauthorized
VASPs, particularly cryptocurrency exchanges,
over the counter (OTC) services and large
peer-to-peer (P2P) traders, are identified and
prevented from operating.

e Increase regional identification of victims of
trafficking according to UNODC indicators on
trafficking in persons for forced criminality;
strengthen regional cross border investigations
that result in strategic litigation against
transnational organized crime (part of UNODC
trafficking in persons regional programme)

e Digital forensic evidence is recovered,
preserved, analyzed and shared.

Executive summary I

A mechanism is established with social network
service providers to monitor job recruitment
advertisements.

Authorities are trained on online gambling
operations and money laundering methods
enabled by sophisticated technologies,
particularly cryptocurrencies.

Regulations put in place and enforced in
relation to filing of suspicious transaction
reports (STRs) for casinos, VASPs, and related
service providers.

Regulators improve capacity for land-based and
online casino management and supervision,
particularly in the areas of integrating
suspicious transaction reporting software
and surveillance technologies, and enforcing
anti-money laundering measures including
enhanced beneficial ownership requirements,
and KYC and customer due diligence (CDD)
policies and procedures, particularly in the
case of junket and associated VIP rooms.
Specialized training on money laundering and
underground banking investigations, virtual
assets, asset forfeiture, is offered to police,
prosecutors, and regulators.

Funds entering land-based casinos and online
gambling platforms as well as VASPs over a
prescribed threshold should be verified as to
their origin, and sufficient information should
be provided to allow for CDD and source of
funds verification and analysis.
Licensingregimes and enforcement frameworks
for money service businesses and VASPs
are reviewed and strengthened, making it a
criminal offence for a business to be engaged
in related activity without a license, including
cryptocurrency exchange.

11
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Report development and analysis I

Report development and analysis

The presentreportis partof agrowing body of threat
analyses conducted by UNODC on transnational
organized crime in Southeast Asia.

In 2019, UNODC released the report Transnational
Organized Crime in Southeast Asia: Evolution,
Growth, and Impact, which provided a
comprehensive analysis of the characteristics and
evolution of organized crime, including various
forms of trafficking, over a five-year period. The
report also identified key vulnerabilities in the
region, such as drug trafficking and associated
money laundering activities, particularly in border
regions that have seen the emergence of casinos
and Special Economic Zones (SEZs).

The findings of the report were presented
to policymakers, law enforcement agencies,
international partners, academics, and other
experts, with the objective of fostering dialogue
and advancing efforts to address organized crime
more effectively. Subsequently, in November
2019, UNODC engaged with Ministers and senior
officials from Cambodia, China, Lao PDR, Myanmar,
Thailand, and Vietnam, under the framework of the
Mekong Memorandum of Understanding on Drug
Control, where a new political framework and action
plan were agreed upon to address the escalating
drug situation. A targeted policy brief on casinos
and money laundering served as a basis for these
discussions, which resulted in consensus on the
need for a deeper examination of the connections
between organized crime, drug trafficking, money
laundering, and casinos and SEZs in the region.

Other countriesinthe region also expressed support
for this initiative, recognizing the necessity of a
study that would explore the interplay between the
casino industry, money laundering, drug trafficking,
and transnational organized crime, to better equip
regional governments with the tools for multilateral
cooperation and strategic responses.

UNODC proceeded to initiate an internal
assessment focusing on casinos, money laundering,
and transnational organized crime in Southeast
Asia, alongside a separate analysis of illicit financial
flows. This research was carried out by a team of
in-house analysts and international experts, in
consultation with an extensive network of regional
security, law enforcement, and financial intelligence
agencies. The analysis provided a detailed overview
of the major threats and risks associated with
the proliferation of casinos and the sophisticated
money laundering methods employed by organized
criminal groups. One of the most significant
findings was the rapid shift of criminal operations
online, exacerbated by the COVID-19 pandemic
and increased regulatory scrutiny. This trend was
especially evident in the rise of online gambling
platforms and e-junkets, which have fundamentally
altered the underground banking and money
laundering landscape in Southeast Asia.

In expanding on this work, UNODC initiated a
series of bilateral and multilateral meetings with
law enforcement, financial intelligence units, and
casino regulatory bodies to monitor the evolving
situation, particularly concerning online casinos,

15
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junkets, and known organized crime groups. Due
to the sensitivity of the information, many of these
meetings were conducted in confidential settings
over the course of more than a year. Simultaneously,
UNODC undertook a comprehensive review
of criminal indictments, case files, financial
intelligence reports, and court records, culminating
in a detailed threat assessment titled Casinos,
Money Laundering,  Underground  Banking,
and Transnational Organized Crime in East and
Southeast Asia: A Hidden and Accelerating Threat,
which was published in January 2024.

The present report builds on these steps, taking
into account the evolving nature of the regional
threat landscape and the accelerating dynamics
brought on by rapid technological advancement.
UNODC has maintained a vigilant approach to
tracking the evolving threat landscape, organizing
regional gatherings of analysts and investigators to
enhance the exchange of critical information and
intelligence. This effort has guided law enforcement
and policy strategies, ultimately culminating in the
development of this study. Extensive data and
information produced by national and regional
authorities as well as civil society and international
organizations and private sector partners within
the blockchain and iGaming industries was also
reviewed alongside a variety of corporate records
and other filings related to casinos and confirmed
or suspected cyber-enabled fraud operations in
the region, drawing from sources across East and
Southeast Asia, Australia, Canada, Europe, India,
the United Kingdom, and the United States, among
others.

To ensure a thorough understanding of the
landscape, UNODC employed sophisticated
techniques, conducting an extensive mapping
and analysis of data from thousands of Telegram
underground marketplaces, groups and channels
attributed to Asian organized crime networks and
affiliated service providers, leveraging aggregated
guantitative analysis and multi-lingual keyword
monitoring. This effort, supported by retrieval
augmented generation (RAG) and qualitative
analysis, extended to various clear web and dark
web platforms, forums, and marketplaces used
for a wide range of illicit activity relating to cyber-
enabled fraud, drug trafficking, human trafficking
and migrant smuggling, and related underground
banking and money laundering in the region.

This report examines both primary and secondary
data points and pulls them into the context of
UNODC’s prior analysis and understanding of
organized crime in Southeast Asia, aiming to
enhance awareness of the scope of the challenge
and support regional governments in addressing
it. It outlines key vulnerabilities, threats, and
risks related to the integration of technological
advancements into the regional criminal
ecosystem, and the growing professionalization
this has brought. It also provides a series of
recommendations intended to assist governments
and international partners to better deal with the
fast-evolving issues involving casinos and organized
crime in Southeast Asia.

The findings should serve as a foundation for
future threat monitoring and analyses, and drive
solutions- oriented dialogue about the convergence
of cyber-enabled fraud, underground banking, and
technological innovation, and will be used as a basis
for future discussions, ongoing technical assistance,
and the development of response strategies with
authorities across the region.
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Regional overview

Background

Southeast Asia faces unprecedented challenges
posed by transnational organized crime and illicit
economies. The region is witnessing a major
convergence of different crime types and criminal
services fueled by rapid and shifting advancements
in physical, technological, and digital infrastructure
have have allowed organized crime networks to
expand these operations. Casinos, hotels, Special
Economic Zones (SEZs), and other business parks
and property developments across the region
have become hubs for the booming illicit economy,
adding to existing governance challenges in many
of the region’s border areas. Far too often, these
venues have been found to serve as strongholds
from which transnational criminal groups may
operate, convene, and conduct other criminal
activities including drug production and trafficking,
illegal gambling, trafficking for forced criminality,
prostitution, pornography, and industrial-scale
money laundering.

The development of novel digital solutions in money
laundering and underground banking has enabled
the continued expansion of the criminal business
environment across Southeast Asia, creating high-
speed channels for effectively integrating billions
in criminal proceeds into the formal financial
system with impunity. This has in turn attracted
new criminal networks, innovators, and specialist
service providers to enter illicit markets while
simultaneously driving demand for sophisticated
new channels to be created.

Regional overview I

Significant developments relating to large
underground online  marketplaces explicitly
servicing transnational criminal groups in Southeast
Asia have also taken place and exacerbated existing
challenges while accelerating ongoing convergence.
Several platforms controlled by powerful and
influential regional criminal networks have come
to dominate the illicit economy, particularly on
Telegram, representing key venues where criminals
and service providers congregate, connect,
and conduct business online, further fueling
regional illicit economic expansion. Together,
this infrastructure and convergence has created
conditions for self-sustained growth of the criminal
ecosystem, enabling the targeting of victims far
beyond the region.

The following section outlines key trends in
the development of the regional organized
crime ecosystem, examining vulnerabilities that
have enabled it, and why the proliferation of
casinos, both regulated and unregulated, online
gambling platforms, and increasingly high-risk and
underground cryptocurrency exchanges, should be
recognized as a serious, evolving security concern.

Evolution of cross-border gambling, junkets
and criminal displacement into Southeast
Asia'

Southeast Asia’s casino industry has experienced
exponential growth over the past decade, totaling
over 340 licensed and unlicensed physical or land-

1 For a more detailed discussion on the regional casino and junket
industry see: UNODC, Casinos, Money Laundering, Underground
Banking, and Transnational Organized Crime in East and
Southeast Asia: A Hidden and Accelerating Threat, 2024.
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based casino venues as of 2022.% This followed a
series of enforcement and regulatory actions in
Macau, China, which were driven in part by efforts
to clamp down on underground capital movements,
corruption, and money laundering.® These numbers
have fluctuated in part due to regulatory shifts as
well as changing modus operandi, and many casinos
closed at the onset of the COVID-19 pandemic have
remained permanently closed or have remained
operational despite their licenses being revoked for
various reasons thereafter.

The vast majority of casinos in lower Mekong
countries are located in border areas neighbouring
China, Thailand, and Viet Nam where most forms
of gambling are illegal, and patrons can travel to
visit. Casinos located on the Cambodian coast in
Sihanoukville largely shifted to attract people from
mainland China. Many of these clusters have been
faced with rampant criminality and have emerged
as hubs for cyber-enabled fraud and trafficking for
forced criminality, among other crimes.

Southeast Asia’s casino industry has depended
heavily on junkets, which have seen a massive drop
in profits following the pandemic and mounting
enforcement action.* Between 2019 and 2023,
the challenges facing the industry culminated in
the arrests and subsequent convictions of Macau,
China, junket tycoons, Alvin Chau of Suncity and
Levo Chan of Tak Chun, two of the world’s largest
junket operators who were heavily active across
the Southeast Asian market. In what represented
one of the most prolific money laundering and
underground banking cases in recent history, both
men were sentenced to 18- and 14-year prison
sentences, respectively, on hundreds of charges
relating to organized crime and illegal betting,
processing more than US $100 billion through
casinos and online gambling platforms and related
underground banks.®> In the case of Alvin Chau and
Suncity, vast connections to some of the region’s
most prolific drug trafficking and cyber-enabled
fraud networks, among other criminal groups,
have continued to be uncovered by authorities
throughout the Asia-Pacific and beyond.

2 Ibid.

3 Ibid.

4 S&P Global, NagaCorp Outlook Revised To Stable From Negative,
‘B’ Rating Affirmed, 6 August 2024. https://disclosure.spglobal.
com/ratings/en/regulatory/article/-/view/type/HTML/
id/3225217.

5 Public Prosecutor’s Office of Macau SAR. Investigation file no.
3472/2020, prosecution charge no: 1345/2022; Acusagdo do
Ministério Publico n.2: 1345/2022. Accessed at: https://www.
court.gov.mo/sentence/zh-9f8cd198757f3527.pdf.

Business meeting between convicted underground banker, Alvin Chau,
and Dong Lecheng who is designated under UK Global Human Rights
sanctions for his involvement in trafficking for forced criminality and
cyber-enabled fraud. Source: Golden Sun Sky Entertainment, August
2018.

The industry is far larger than these two men and
their businesses, however, with many players and
operators gradually relocating to areas in and
around loosely regulated parts of Southeast Asia
and the latter diversifying their business lines far
beyond gambling.® This is demonstrated by the
sizable decrease in licensed junkets in Macau,
China, which dropped from a high of 235 in 2014
to just 12 remaining in operation in 2024.7 At the
same time, many other direct connections have
emerged between some large junket operators
and transnational criminal networks based in the
region — most notably those engaged in industrial-
scale cyber-enabled fraud and money laundering
operations as well as the production and trafficking
of synthetic drugs.®®

Proliferation of online casinos and infiltration
of organized crime

Prior to the exodus from Macau, China, the
special administrative region’s junket operators
made enormous profits compared to licensed
casinos. Because of the historically close links

6 UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia: A
Hidden and Accelerating Threat, 2024.

7 Centre for Gaming and Tourism Studies, Macao Polytechnic
University, 2024.

8 For instance, senior leadership of Sam Gor, or the Company,
identified by international law enforcement authorities as one
of the leading drug trafficking organizations in the region, have
been found to have invested heavily in junket infrastructure
including the Hot Pot Junket and Chun Wo Entertainment.

9 UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia: A
Hidden and Accelerating Threat, 2024.



between junkets, which served as credit providers
for customers seeking to evade capital controls
and quotas, and organized crime, which have
traditionally  provided corresponding  debt
collection services, these profits supported a range
of other criminal enterprises requiring money
laundering or money transfer services, as well as
seemingly legitimate investments. In the mid-
2000s, forward-thinking junket operators began
diversifying into online gambling, expanding the
market and increasing revenues and profits.

This coincided with an explosion in online gaming,
with operations established in jurisdictions where
the industry was legal yet underregulated to target
customers in countries where online betting was
prohibited such as Australia, China, Indonesia,
Japan, the Republic of Korea, Thailand, and Viet
Nam. Cambodia and the Philippines represented
the first jurisdictions targeted by formalized
offshore online gambling operators, with both
countries licensing online gambling in the mid-
2010s. In Cambodia, physical casinos and large
integrated resorts established offices within their
premises that were filled out with workstations
for operators of online platforms. Thousands of
workers began to flow into the region from China
and later from neighbouring countries to staff these
operations. Often called ‘customer service agents’,
workers sought to promote their platforms, draw
in new customers and agents, and support the
development of creative solutions for servicing
multi-currency payments, settlements, and money
movements between clients and operators.

Astheindustryboomedin Cambodia, developments
dedicated to housing offshore gambling operations
began to rise. This was most pronounced in the
coastal city of Sihanoukville but also in other key
Mekong border areas and elsewhere in the region,
with office blocks, condos, and entire hotels filling
with online operators. This trajectory was abruptly
halted amidst surging and often violent criminality
in 2019, when the Cambodian Government
announced it would no longer issue licenses for
online gambling and that all existing licenses would
expire at the year’s end.

The online gambling ban in Cambodia and parallel
law enforcement and regulatory measures in the
Philippines resulted in a spillover of foreigners and
criminal groups throughout various vulnerable

10  Ibid.

Regional overview I

parts of Southeast Asia, soon to be followed by
the COVID-19 pandemic. However, it is clear that
online gambling operations have persisted in these
jurisdictions with the tightening of controls merely
pushing operators underground. In what has
followed, reports of human trafficking, detention,
and unprecedented violence associated with
cyber-enabled fraud operations have proliferated
as operators looked to scale up revenues utilizing
existing online infrastructure, with both surging
shadow industries working and evolving in parallel.

The spread of cyber-enabled fraud has since
emerged as one of the most pressing law
enforcement challenges facing the region today.
What started out as largely scattered operations,
often employing a few dozen people located across
urban centres, transitioned in the mid-2010s to
what is now a consolidated and professionalized
industry. Large and sophisticated operations or
so-called scam centres have emerged, most often
located in areas already populated by physical
casinos which have in many cases been utilized
as a type of legal, fiscal, and regulatory cover by
organized crime.!

These compounds are often heavily fortified and
securitized, characterized by high walls, barbed
wire, armed guards, and strict surveillance of
those who work or are trapped there. Owners of
these sites typically rent space to criminal groups
and operators, and a single location may house
numerous tenants engaged in a range of illicit
online activities targeting different jurisdictions and
managing online gaming platforms. Over the past
year, raids conducted by law enforcement have also
found evidence of criminal groups engaged in other
forms of cyber and cyber-enabled crimes as well
as providing cybercrime as a service within these
criminal hubs.*?*3

Despite mounting enforcement efforts, cyber-
enabled fraud has continued to intensify, resulting
in estimated financial losses between US $18 billion
and $37 billion from scams targeting victims in East

11 UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia: A
Hidden and Accelerating Threat, 2024.

12 Ibid.

13 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.
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and Southeast Asia in 2023.2*%> A predominant
proportion of these losses were attributed to scams
committed by organized crime groups in Southeast
Asia

Proceeds of these innovative crimes together
with the continued expansion of the synthetic
drug trade are estimated to generate hundreds of
billions of dollars annually for transnational criminal
networks based in East and Southeast Asia. Against
this backdrop, the region’s booming illicit economy
has fundamentally necessitated a parallel shift to
take place in underground banking and money
laundering solutions capable of moving high
volumes of state-backed fiat and cryptocurrencies
undetected.

Asdemonstrated by casesexaminedin laterchapters
of this report, underregulated casinos, junkets, and
unlicensed online gambling platforms continue to
represent a critical piece of infrastructure serving
the needs of transnational organized crime groups
operating in the region. More recently, however,
these industries have increasingly converged
around cryptocurrency and underregulated, high-
risk virtual asset service providers (VASPs) which
have been established in vulnerable parts of the
region and have compounded challenges faced by
law enforcement in Southeast Asia and beyond.

14  The total estimated financial loss is the sum of the losses from
cyber-enabled fraud victims across 12 countries and territories
in East and Southeast Asia: China, Hong Kong (China), Macau
(China), Indonesia, Japan, Malaysia, the Philippines, the Republic
of Korea, Singapore, Thailand, Taiwan Province of China, and Viet
Nam. For each country and territory, the estimated financial loss
was calculated using the following formula: Estimated financial
loss per country = (Reported financial loss) x (100 + Reporting
rate (%)).

15 Another approach to estimating the size of this illicit industry is
by examining the proceeds generated from people working in
the industry. One estimate provided by regional law enforcement
based on the estimated labour force suggests that the cyber-
enabled fraud industry in Southeast Asia generates between US
$27.4 billion and $36.5 billion annually. This estimate is based
on the number of people working in scam compounds and the
average amount of proceeds generated by each individual. While
this estimate offers a different perspective and also highlights
the sheer scale of the scam industry in the region, there are
uncertainties regarding both the estimated number of trafficked
victims and the average amount of money generated by each
individual.

Challenges of illegal
Southeast Asia

online gambling in

Governments across the region have taken various
measures — with differing degrees of success — to
reign in online gambling as the scale of associated
criminality including cyber-enabled fraud, capital
outflows, and financial losses the industry
has inflicted on individual gamblers and local
communities have become clear. Illegal operators
have taken cover under the umbrella of regulated
entities or simply operate illegally while benefiting
from local protection. Countries targeted by these
online platforms can block websites, payment
channels, and freeze bank accounts, but operators
have swiftly adapted. With operations often located
outside the affected countries, governments face
significant limitations in effectively addressing the
issue beyond their borders.

Enforcement of regulation has proven challenging
in countries that host so-called offshore online
gambling operations. Despite the online gambling
ban in Cambodia, for instance, Cambodia-
based online casinos continue to openly post
advertisement promoting their platforms, often
explicitly targeting gamblers in countries where
gambling is illegal, including Thailand, Indonesia,
Viet Nam, and China. This is despite the fact
that Cambodia’s Ministry of Finance and other
enforcement agencies have confirmed that no
online gambling licenses have been issued since
the ban, and all active online gambling agencies are
illegal and subject to legal action.®’

Amidst these challenges, the impact of the industry
hascontinuedtospread.Forexample,thelndonesian
government has estimated over 3 million citizens
are engaged in online gambling activity worth more
than US $20 billion, leading to the announcement
that the government would establish a cross-
ministry Online Gambling Eradication Task Force in
April 2024.%8 Internet service providers have been

16  Ministry of Economy and Finance spokesman quoted in Phnom
Penh Post, July 2024. https://www.phnompenhpost.com/
post-in-depth/playing-to-win-challenges-as-online-gambling-
increases-in-popularity

17 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

18 Cabinet Secretariat of the Republic of Indonesia, Govt to Form
Task Force to Tackle Online Gambling, 19 April 2024, https://
setkab.go.id/en/govt-to-form-integrated-task-force-for-online-
gambling-eradication/



warned their permits will be revoked if they fail to
cooperate, bank accounts have been blocked, and
warnings sent to dozens of digital payment service
providers suspected of being used as payment
tools for gambling activities. Authorities, however,
face significant hurdles, with gaming platforms
frequently setting up new websites, and with
servers and payment providers based overseas.?
At the same time, thousands of Indonesians have
travelled to other countries to work for online
gambling platforms, with many becoming trapped
and appealing for rescue.®

In the Philippines, platforms targeting overseas
gamblers were legalized in 2016 and licensed as
Philippine Offshore Gambling Operators (POGOs).
POGOs established huge multi-building complexes,
known in some cases as POGO hubs, with the
industry employing hundreds of thousands of
foreigners and Filipinos at its peak. Despite being
established explicitly to regulate offshore online
gambling operations, the POGO system has proven
highly controversial due to its inability to cope with
widespread criminality.? Major law enforcement
operations have uncovered criminal networks
operating under registered Philippine Offshore
Gaming Operators (POGOs), alongside illegal
POGOs and other zones controlled by criminal
actors. These areas have housed transnational
criminal groups engaged in a wide array of illicit
activities. Thisincludes cyber-enabled fraud, human
trafficking, kidnapping, extortion, and groups
providing cybercrime and money laundering-as-
a-service, with some implicated in major global
money laundering investigations.?? This ultimately
led to President Marcos of the Philippines declaring
a nationwide ban on POGOs.

Despite the ban, authorities have expressed
concerns over how entrenched illegal offshore
gaming operators have become, with hundreds of

19 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Online Casinos, Bangkok,
Thailand, September 2023.

20  From 2020 to March 2024, the Ministry of Foreign Affairs and
Indonesian Representatives have handled 3,703 Indonesian
citizens involved in online scams. Specifically, in Myanmar, during
2024, there were 107 complaints where 44 Indonesian citizens
have successfully returned to Indonesia.

21 UNODC, Roundtable on Transnational Organized Crime, Online
Gambling and Cyber-Enabled Fraud, Manila, Philippines, May
2024.

22 UNODC, Casinos, Money Laundering, Underground Banking, and
TransnationalOrganized Crime in East and Southeast Asia, January
2024.
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POGOs continuing to operate despite previously
having their licenses cancelled.?®* This issue has been
further underscored by the Philippine Amusement
and Gaming Corporation (PAGCOR), which revealed
in June 2024 that 250 to 300 offshore gambling
firms were operating illegally in the Philippines
without licenses.?* Even where regulators are
present, enforcement capacities have been found
to be lacking. For example, the Zun Yuan Technology
operation, which was raided in early 2024, held a
provisional license and passed a PAGCOR inspection
which had found no irregularities just days before
the police raid.®

Online gambling operators have also established
themselves in other countries across the region,
and particularly in Mekong countries including
Myanmar where online gambling and cyber-
enabled fraud industries have thrived. As they are
largely located in areas controlled by militias and
ethnic armed groups, there are no reliable figures
for how many platforms are operating in the
country. Similarly, in Lao PDR, a recent notice from
the Bokeo provincial administration stated that 15
online gambling operators had been licensed in the
Golden Triangle SEZ,?® although it is likely that many
more are operating unlicensed as the government
has expressed its inability to adequately regulate
the country’s casino industries.?”’” There has been
no detailed public disclosure on which companies
have received licenses, however, in 2022 the
government announced it was piloting a licensing
program modelled on the now cancelled POGO
system used by the Philippines.?®

Countries in the region including Lao PDR have
been assessed as lacking adequate systems to
regulate their land-based casino industries, and
the growth of underregulated or illegal online

23 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

24 PAGCOR Chairman Alejandro Tengco in interview with Reuters,
June 2024. https://www.reuters.com/world/asia-pacific/philip
pines-cracks-down-illegal-offshore-gambling-firms-2024-06-13/

25 Senate of the Phillipines, Gatchalian asserts some raided POGOs
are PAGCOR-licensed, June 2024, https://legacy.senate.gov.ph/
press_release/2024/0618_gatchalianl.asp

26 Ministry of Public Security of Lao PDR, Media Release, August2024

27 UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia: A
Hidden and Accelerating Threat, 2024.

28 Ibid
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gambling therefore raises serious concerns.?® The
risks associated with online gambling more broadly
have been identified by authorities around the
world, particularly in the context of misuse for
money laundering and informal cross-border value
transfer purposes.® As stated in Singapore’s 2024
Money Laundering National Risk Assessment,
compared to terrestrial gambling, remote gambling
gives greater cause for concern due to its tendency
of being more lucrative and transnational in nature -
potentially becoming an effective source or conduit
of funds for money laundering and other illegal
activities at a much greater scale by taking bets
from a multitude of players across many countries
online.’ This is further amplified by the fact that
online gambling platforms have taken root in areas
with clear connections to transnational organized
crime groups, with one clear example of this being
the Golden Triangle SEZ. The mechanisms that are
used by online gambling platforms for receiving,
paying out, and laundering proceeds of their
operations are returned to in the second chapter
of this report.

Although much of the online gaming industry has a
strong focus on Asian markets, the online gambling
ecosystem stretches far beyond the Southeast
Asia region. Jurisdictions including the Isle of Man,
Curacao and Malta have become hubs for online
gaming firms due to their relaxed regulations
and the relative ease with which licenses can be
obtained.?? The white label system3 has thrived
under these conditions, proving extremely difficult
to regulate and supervise.®* Through this model,

29 The severity of associated risks of money laundering within
the casino industry in Lao PDR is reflected in the latest Mutual
Evaluation Report (MER) by the Asia Pacific Group (APG) for
Money Laundering which designated the sector among the
highest-level money laundering risks in the country in 2023. Asia
Pacific Group on Money Laundering. Lao PDR Mutual Evaluation
Report, 2023. https://www.fatf-gafi.org/content/dam/fatf-gafi/
fsrb-mer/Lao-APG-MER.pdf.coredownload.inline.pdf

30 UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia: A
Hidden and Accelerating Threat, 2024.

31 Monetary Authority of Singapore, Money Laundering Risk
Assessment Report Singapore 2024. https://www.mas.gov.
sg/-/media/mas-media-library/publications/monographs-or-
information-paper/amld/2024/money-laundering-national-risk-
assessment.pdf

32 Asian Racing Federation Council, Confronting the Threats to
Integrity — lllegal Betting Markets and Disruptive Technology,
August 2024.

33  White labels are similar to franchises, with betting operators
being able to outsource every component of the business
including sophisticated and secure betting technology,
offshore licensing schemes, website design, customer data and
management, branding and marketing materials, and operating
licenses from third-party service providers.

34 UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia: A
Hidden and Accelerating Threat, 2024.

a white label may create a specific product or
solution (for example a live- dealer casino platform)
with the intention of leasing or selling it to other
businesses or agents which will then re-brand and
market it as their own. White label providers may
also specialize in facilitating sub-licenses to online
gambling operators in certain jurisdictions in order
to enable expansion of often obscure business
operations.

Asian-facing online gambling operators wishing
to advertise on events, stadiums and jerseys of
topflight sports clubs, for instance, require a local
license, which is commonly facilitated through
white label companies. As they largely target
gamblers in countries where betting is illegal,
signing sponsorship deals with major European
football clubs and national football leagues has
provided operators with valuable advertising space
and legitimacy not available in the jurisdictions
of their target audiences. Despite the risks
associated with the industry, major sports clubs
have embraced online gaming partners, and the
lucrative sponsorship deals they bring.

Major international iGaming firms or online casino
game developers have also been exposed to illegal
online gambling operators implicated in various
crimes. For example, an investigation by Swedish
national mediainJune 2024 based on several official
government sources found games produced by one
major iGaming firm were being used on a large
number of websites involved in illegal gambling
activities.® This included over 50 gaming websites
run from Cambodia that authorities have identified
as operating illegal online gambling, consistent with
other recent cases involving the company reported
by authorities in Viet Nam.*® It also found the
games being used on the website of a company in
the Philippines that had its license revoked due to
suspicions of involvement in cryptocurrency fraud,
which was confirmed by local law enforcement.?”
The company responded that it has no business
relationship with any of the identified websites.

35 Sveriges Radio, Swedish company’s games featured in illegal
online casinos June 2024.

36 UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia: A
Hidden and Accelerating Threat, 2024.

37 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.



Targeting of top flight sports sponsorships by
Asian betting companies with direct links to
transnational organized crime

Growing attention has been drawn to the
linkages between lucrative partnership deals
awarded to shadowy Asian online betting
companies and top flight sports clubs in some
of the world’s most prestigious leagues in
recent years. This notably follows the arrest
and conviction of Alvin Chau, which resulted
in several U.K. Members of Parliament voicing
concerns through the All-Party Parliamentary
Group (APPG) for Gambling Harm over apparent
connections between Chau’s Suncity Group and
an Isle of Man-registered white-label company
facilitating online gaming licenses to Asian-facing
operators. More specifically, Chau and Suncity
appear to have controlled The Gaming Platform
(TGP) Europe and Asia, as indicated by several
documented connections between the entities.*®

While the U.K. Gambling Commission is legally
unable to confirm or deny these documented
connections at the time of writing,*® several
operators licensed in the U.K. through TGP
Europe have been found deeply engaged in
illegal betting and, in some cases, more serious
and disturbing criminality.

Screen capture of OGP 1's official website advertising its
sponsorship with one top flight football club and its targeting
several jurisdictions where online gambling is illegal (2024).

Representing one of the clearest examples of
criminality associated with one official Asian
betting partner is Online Gambling Platform 1
(OGP 1), an entity with an obscure ownership

38 For more details see UNODC, Casinos, Money Laundering,
Underground Banking and Transnational Organized Crime in
East and Southeast Asia, January 2024.

39 UK. Gambling Commission, Ownership of TGP Europe
Limited, Request and response, July 2023. Accessed at:
https://www.gamblingcommission.gov.uk/about-us/
freedomofinformation/print/ownership-of-tgp-europe-
limited.
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structure which managed to secure several
multi-million-dollar sponsorship deals with
Premier League football clubs. OGP 1 operates
online gambling websites targeting several illegal
betting markets in East and Southeast Asia,
Australia, and elsewhere, and has been licensed
in the U.K. through TGP Europe. Examination of
the rights to the OGP 1 trademark through the
World Intellectual Property Rights (WIPO) Global
Brands Database reveals that the trademark is
held by Technology Company 1 (TC 1), a Curagao,
Malta, and U.K.-registered entity.*® This is further
supported by statements embedded on the
platform’s Terms and Conditions section, stating
that the OGP 1 is held by TC 1 in Sihanoukville,
Cambodia, alongside other verifiable corporate
information.*

Examination of available corporate records
further reveals common directorship by a
national of another Southeast Asian country
who also holds executive roles within another
Cambodian and Malaysian-registered entity,
Technology Company 2 (TC 2). Retrieval
of systematically wiped human resources
recruitment ads published online indicate that,
until as recently as May 2023, TC 2 was recruiting
nationals of various Southeast Asian countries
for positions based inside Scam Compound 1
(SC 1) in Sihanoukville — an extensively reported
cyber-enabled fraud compound implicated in
documented incidents of trafficking for forced
criminality.*?

Examination of OGP 1’s payment infrastructure
on websites targeting various jurisdictions in East
and Southeast Asia where online betting is illegal
suggests a heavy dependence on underground
banking and money laundering networks
controlling hundreds of rotating mule accounts
used to service and obfuscate multi-currency
fiat and crypto payments and settlements — a
necessity for operators targeting illegal betting
markets. Moreover, playable games available on
the OGP 1 platform include those from leading

40 World Intellectual Property Organization, Global Brands
Database, Entity Profile. Accessed at: https://branddb.wipo.
int/en.

41  Official OGP 1 website, terms and conditions.

42 Based on consultations with several civil society and non-
profit organizations working to support victims of trafficking
for forced criminality in the Mekong region, as well as
correspondence with victims.
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iGaming service providers who claim to only
partner with authorized operators and block play
in countries where online betting is prohibited,
exposing the gaps in their supply chains and
compliance frameworks.

The information presented above should
raiseinformation presented above should raise

Convergence of casinos, cyber-enabled fraud
and transnational organized crime

Cyber-enabled fraud operations have gravitated
to the same geographical locations that both land-
based and online casinos have clustered, sharing
similar needs in terms of physical infrastructure,
but also proximity to borders and environments of
lax regulation and/or enforcement. With casinos,
business parks and other properties providing units
for rent, groups operating various types of cyber-
enabled crime can now be found side by side, not
only utilizing the same physical infrastructure,
but also tapping into the same broader regional
criminal networks and services. This subsection
looks at some recent cases that demonstrate the
convergence of diverse regional organized crime
groups.

Payment and money transfer infrastructures
serving transnational organized crime

Online casinos and cyber-enabled fraud operations
need access to networks that can receive, move
and launder criminal proceeds rapidly and at high
volumes. This has traditionally depended on vast
networks of organized money mules or so-called
motorcades (described in below chapter), although
regional crime syndicates have increasingly also
turnedto a growing number of high-risk virtual asset
service providers (VASPs) that have emerged in the
region. For example, leading blockchain analysis
firms have found that one high-risk Mekong-based
entity, which also operates a crypto-integrated
online gambling platform, has processed between
US $49 billion and $64 billion in cryptocurrency
transactions since 2021 through its unauthorized
VASP business.*** Although it is not suggested that

43 TRM Labs, UNODC, Workshop on Cybercrime, Digital Forensics
and Digital Evidence: Addressing Online fraud, Ransomware, and
Transnational Organized Crime Challenges, Vientiane, Lao PDR,
June 2024.

44 Chainalysis, 2024 Crypto Crime Mid-year Update Part 2:
China-based CSAM and Cybercrime Networks On The Rise, Pig
Butchering Scams Remain Lucrative, August 2024. Accessed at:
https://www.chainalysis.com/blog/2024-crypto-crime-mid-
year-update-part-2/

serious concerns for relevant enforcement
agencies and regulatory bodies in several
jurisdictions. It is worth noting that this case
is not unique, and similar arrangements and
partnerships have been documented between
many major league sports teams and illegal
online gambling platforms with obscure
ownership structures and business operations.

all of its transactions relate to proceeds of crime,
analysis of its on-chain activity indicates up to 4.5
times more counterparty exposure to transactions
with higher-risk entities including online gambling
platforms, major cyber-enabled fraud schemes,
distributors of child sexual exploitation material
(CSAM), and high-risk exchanges compared to its
regional competitors.***® This notably includes
transactionsinvolving wallets linked to the infamous
KK Park scam compound in Myanmar, as well as
entities owned by two of the major Kokang crime
families that until earlier this year controlled the
illicit economies of Myanmar’s Kokang region.*48

Asdiscussed extensivelyin previous UNODCregional
analyses on casinos and underground banking,
third-party payment applications established and
controlled by organized crime actors also play a
crucial role in serving a wide range of regional
transnational crime groups.”® Most recently, in
August 2024, a Taiwan PoC court charged 32
people connected to the tech company lJiuzhou
Gaming Group. Investigations led to the seizure of
cash, luxury cars and accounts worth over US $176
million. Subsidiaries of the group developed third-
party payment apps and made them accessible
to online gambling and fraud groups to launder
funds. This includes several major illegal online
gambling platforms which reportedly collected
approximately NT $43.8 billion (US $1.4 billion)
from online gamblers and laundered NT $18.53
million (US $578,000) for fraud groups.

45 TRM Labs, UNODC, Workshop on Cybercrime, Digital Forensics
and Digital Evidence: Addressing Online fraud, Ransomware, and
Transnational Organized Crime Challenges, Vientiane, Lao PDR,
June 2024.

46  Chainalysis, 2024 Crypto Crime Mid-year Update Part 2:
China-based CSAM and Cybercrime Networks On The Rise, Pig
Butchering Scams Remain Lucrative, August 2024. Accessed at:
https://www.chainalysis.com/blog/2024-crypto-crime-mid-
year-update-part-2/

47  Ibid.

48 TRM Labs, UNODC, Workshop on Cybercrime, Digital Forensics
and Digital Evidence: Addressing Online fraud, Ransomware, and
Transnational Organized Crime Challenges, Vientiane, Lao PDR,
June 2024.

49  UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia: A
Hidden and Accelerating Threat, 2024.



Reported connections between online gambling,
cyber-enabled fraud and drug trafficking networks

Mapping the networks behind the larger regional
cyber-enabled fraud operations is challenging.
Complex, opaque, and multilayered organizational
structures obscure linkages and ringleaders who
are often represented by proxies. However, law
enforcement action, investigative reporting, and
subsequently acted upon by officials have helped to
identify and map out several important networks.
There is also evidence that these networks overlap
with or have direct interests in drug production and
trafficking.

In August 2024, a joint inquiry by the House
Committees on Public Order and Safety and
on Games and Amusements in the Philippines
identified a network of foreign and Filipino nationals
implicated in illegal POGOs and drug trafficking
which included an influential and politically-
exposed businessman.*® A matrix presented to
the Committee related to a company tied to this
individual which allegedly owned a warehouse in
which the Philippine Drug Enforcement Agency
(PDEA) seized 530 kg of crystal methamphetamine
trafficked from Thailand in September 2023 by a
network of actors connected to another criminally-
implicated company, of which one incorporator
was a shareholder in Brickhartz Technologies, a
registered POGO service provider.>

Brickhartz was a service provider to the Xionwei
Technology POGO, which itself has been
documented in connection to kidnapping and
illegal detention.®® Further, during hearings in
August 2024, one official shared inquiry findings
that the brother of the abovementioned individual
had engaged in transactions with one recently
dismissed local mayor, who herself was implicated
in one of the country’s largest ever POGO-related
anti-corruption, human trafficking and money
laundering probes, totaling PHP 3.3 billion (US

50 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

51 Securities and Exchange Commission, Order of Revocation,
July 2024. Accessed at: https://www.sec.gov.ph/wp-content/
uploads/2024/07/20240rder-of-Revocation_Empire-999-Realty-
Corporation.pdf

52  Philippine Amusement and Gaming Corporation, List of
Accredited Service Providers, August 2023. Accessed at: https://
www.pagcor.ph/regulatory/pdf/offshore/list-of-accredited-
service-providers.pdf

53 Nineteenth Congress of the Republic of The Philippines
Second Regular Session, Senate Committee Report No. 136,
September 2019. Accessed at: https://legacy.senate.gov.ph/
lisdata/4275238891!.pdf
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$58.7 million).>* She is linked to the raided Zun Yuan
Technology POGO hub, and linkages between these
actors have raised concerns that drug syndicates
are laundering funds through offshore gaming
operators, leading to the formation of a joint
committee between PDEA and the Presidential
Anti-Organized Crime Commission (PAOCC) of the
Philippines.>®

2 Y

530 kg of crystal methamphetamine seized by authorities in the
Philippines. Source: Department of Justice of the Philippines, 2024.

Similar connections to online gambling and drug
trafficking have been reported in Thailand in
recent years. For instance, a November 2023 law
enforcement raid in Bangkok targeted the Outlaws
Motorcycle Club gang following investigations into
the UFAV8 illegal online gambling website, resulting
in the arrest of the website’s owner and alleged
gang leader. According to police, the website had
accumulated more than 10,000 users, processing
more than THB 600 million (US $17.6 million).%®
The group operated transnationally, and police
also issued arrest warrants for 10 Thai nationals
suspected to be based in Poipet, Cambodia.*’

The Outlaws have chapters across the world and
is designated as an organized crime syndicate by
several countries.”® Outlaw motorcycle gangs are
heavily involved in trafficking of narcotics, and their
expansion into Southeast Asia has been flagged
by Australian Federal Police as a key source for

54  House Committees on Public Order and Safety and on Games and
Amusements, July 2024.

55 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

56 Royal Thai Police, Cyber Crime Investigation Bureau, Media
Release, November 2023.

57 Ibid.

58  Australian Federal Police, AFP targets outlaw motorcycle gangs in
South-East Asia, Media Release, July 2022. Accessed at: https://
www.afp.gov.au/news-centre/media-release/afp-targets-
outlaw-motorcycle-gangs-south-east-asia
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heroin, methamphetamine and cocaine trafficked
to Australia.>®
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Source: Royal Thai Police (2023).

Another significant case involves Business Group
1 (BG 1). Operating from a base in one Mekong
country for the past decade, BG 1 has rapidly
established itself as a major property developer
with a public facing brand providing a front for an
expansive portfolio of interests in land-based and
online gambling, cyber-enabled fraud operations,
and drug trafficking according to law enforcement
sources.®® One senior member of Conglomerate
1 is named in Taiwan PoC court documents in
connection with large-scale methamphetamine
production and trafficking.®!

Although the entity has a limited public footprint in
Taiwan PoC, it quickly accumulated large areas of
prime real estate in the country in which it is based
and and has a documented history of donating
to state-backed philanthropic causes, sponsoring
sporting events, and networking with influential
political and business elites.

BG 1 owns a major online gaming brand which
provides games to hundreds of licensed and
unlicensed online casino websites across the region
and beyond. It also owns a land-based casino and
has invested in a large business park located in a
major online gambling and cyber-enabled fraud

59 Australian Federal Police, AFP targets outlaw motorcycle gangs in
South-East Asia, Media Release, July 2022. Accessed at: https://
www.afp.gov.au/news-centre/media-release/afp-targets-
outlaw-motorcycle-gangs-south-east-asia

60 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

61 High Prosecutor’s Office of Taiwan PoC, Wanted Inquiry System,
September 2024.
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hub. This location has been the subject of multiple
raids that have resulted in rescues of people
claiming to be detained there and forced to engage
in online crimes. Arrests have been made during
these raids, during which undocumented foreign
workers were found and a number of weapons and
a small amount of drugs were seized.®*%

The public face of the company focuses on its
legitimate business interests, which include a
major tourism resort and high-end hotel and office
developments, one of which has a partnership with
a major U.S. hospitality company. In addition to
business interests in at least two other Southeast
Asian countries, it established a large number of
companies in Georgia, where reports have linked it
to sites hosting cyber-enabled fraud. Conglomerate
1is also the official sponsor of a top flight Georgian
football club.

Developments involving Lao PDR-based criminal
groups

With mounting law enforcement pressure
in neighbouring countries in recent vyears,
transnational organized crime groups have been
increasingly targeting Lao PDR, particularly in the
case of establishing cyber-enabled fraud operations
and trafficking for forced criminality, with indication
of possible spillover throughout parts of the country
beyond the GTSEZ. The GTSEZ and its Kings Romans
casino complex represent one of the largest and
most visible criminal enclaves in southeast Asia.
The GTSEZ is strategically located adjacent to the
porous border with Myanmar and Thailand on
the east bank of the Mekong River, in Bokeo, Lao
PDR, and has longstanding connections to the drug
trade in Shan State and other parts of Asia.? It has
been identified as a key drug trafficking and money
laundering hub connected to other criminally
implicated casinos and junkets in the region by law
enforcement and financial intelligence agencies.®

Zhao Wei is the owner of the Dok Ngiew Kham
Group and co-owner of Hong Kong, China-listed
Kings Romans International (HK) which controls
the zone and operates its casino. In January 2018,
the U.S. Department of the Treasury’s Office of

62  Provincial Police of One Mekong Country, Media Release, August
2022.

63 Based on consultations with several civil society and nonprofit
organizations working to support victims of trafficking for forced
criminality in the Mekong. region

64 UNODC, Casinos, Money Laundering, Underground Banking
and Transnational Organized Crime in East and Southeast Asia,
January 2024.

65 Ibid.
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One of multiple Telegram posts highlighting apparent abuses taking place at the unnamed compound in Vientiane, Lao PDR, identified by
ChonglLuaDao (Viet Nam) and UNODC researchers (left) and satellite image (May 2024). Source: Google Earth.

Foreign Assets Control (OFAC) sanctioned Kings
Romans and Zhao Wei, declaring his network a
‘transnational criminal organization’ and imposing
sanctions on him and three associates as well as
three of his companies based in Lao PDR, Thailand,
and Hong Kong, China law enforcement authorities
in Southeast Asia have also reported indication of
a significant presence of ethnic armed groups from
Myanmar operating within the GTSEZ.%

While authorities have long maintained that there
is no transnational organized crime taking place
within the zone, in December 2023 authorities in
China, Lao PDR, and later Viet Nam began to execute
a series of ongoing joint operations targeting cyber-
enabled syndicates based in the GTSEZ, raiding
seven business offices and arresting 462 suspects.®’
The heightened law enforcement pressure has
recently culminated in a zone-wide ban on cyber-
enabled fraud operators, effective 24 August 2024,
resultingin a partial displacement of criminal groups
operating in the zone. Although much of the focus
has been on the GTSEZ, operations are present
in other parts of the country, with authorities in
Luang Prabang and Vientiane provinces, among
others, reporting multiple arrests involving criminal
groups engaged in cyber-enabled fraud in the first
half 2024.

In June 2024, numerous Telegram users reported
complaintsinvarious underground forums involving
the purported detention of hundreds of foreign

66 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thialand, August 2024.

67  Ministry of Public Security of Lao PDR, Media Release, December
2023.

nationals in a recently constructed and expanding
business park in Vientiane. The complaints, which
continue to surface, describe a fortified compound
secured with armed guards located in a remote
area in the north of the city where workers who
have been lured in, have had their passports
confiscated, and are routinely exposed to beatings,
torture, and slave-like working conditions. These
details have been further corroborated by one
Vietnamese civil society organization working with
victims of cyber-enabled fraud and trafficking for
forced criminality.®®

In addition to these developments, there is
also indication that longtime senior 14K triad
member, Wan (Broken Tooth) Kuok Koi, has
increased engagement in Lao PDR and other parts
of Southeast Asia and the Pacific®® over the past
year through the World Hongmen History and
Culture Association. In December 2020, Wan was
designated by the U.S. Treasury OFAC as a triad
leader and his companies as engaging in various
criminal activities including drug trafficking, human
trafficking, and illegal gambling.”® He is believed to
be a key investor in casino and cyber-enabled fraud
compounds in and around Kayin State, Myanmar,
through his Hong Kong, China-registered Dongmei
Group, alongside related businesses in other
neighbouring countries.”

68 ChonglLuaDao (Viet Nam), Bilateral Consultation, July 2024.

69 UNODC, Transnational Organized Crime in the Pacific: Expansion,
Challenges and Impact, October 2024.

70 h U.S. Department of the Treasury, Treasury Sanctions Corrupt
Actors in Africa and Asia, December 2020. Accessed at: https://
home.treasury.gov/news/press-releases/sm1206.

71 UNODC, Casinos, Money Laundering, Underground Banking
and Transnational Organized Crime in East and Southeast Asia,
January 2024.
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In a business trip in early 2024, Wan and several
associates travelled across Lao PDR, visiting the
GTSEZ, Thatluang Lake SEZ in Vientiane province,
and several locations in the southern provinces of
Savannakhet and Champasak where other projects
are being developed along the Cambodian border.
While there is nothing to suggest that these visits
relate to any immediate criminal activity, they
signal a possible ongoing expansion of industry
infrastructure beyond the GTSEZ. In recent years,
Wan and various business associates have also been
observed surveying various parts of Lao PDR on
official business and establishing new companies in
neighbouring countries despite facing sanctions, as
shown in the image below.

Images of Wan Kuok Koi and several business associates visiting
various locations and special economic zones in Bokeo, Champasak,
Savannakhet and Vientiane provinces. Source: World Hongmen History
and Culture Association, 2024.

In early 2023, Wan was also active in Bangkok,
Thailand alongside his purported lieutenant and
self-identifying senior Hongmen member. Wan'’s
associate was arrested by local authorities following
amajor scandal involving the leak of a video in which
he can be observed instructing other members to
engage in illegal online gambling, fraud, and drug
trafficking.”> However, he ultimately managed to
avoid further investigation and fled the country.”
He has remained active across various countries
in Southeast Asia, Africa, and the Middle East on
behalf of the Hongmen, and has been linked to
various casino and cyber-enabled fraud operations
in multiple Southeast Asian countries.”

72 Policy TV, “Deputy Choke” orders the dismantling of the illegal
association ‘Gang 14K’ to defraud and take advantage of Thai and
Chinese people (translated), March 2023. Accessed at: https://
policetv.tv/archives/33525.

73  Royal Thai Police, Immigration Bureau, 2023.

74 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thialand, August 2024.

Image of Wan Kuok Koi and a senior Hongmen associate in Bangkok,
Thailand, 2023.

It is worth noting that the former Hongmen
Thailand chapter shared office space with a
criminally implicated Economic Exchange and
Trade Association which was also frequented by
Wan Kuok Koi.” In June 2023, U.S. Secret Service
seized about US $500,000 in cryptocurrency from
an account belonging to a senior member of the
Association who was publicly outed by a major
international media investigation’® for receiving
at least US $9.1 million in cyber-enabled fraud
proceeds.” In total, cryptocurrency worth more
than US $90 million flowed into the individual’s
Binance account between January 2021 and
November 2022, resulting in a significant law
enforcement asset forfeiture by authorities in the
United States.”®”®

In recent years, Zhao Wei, together with one direct
relative who currently serves as Vice Chairman of
the GTSEZ, have also been observed expanding
their presence in neighbouring Southeast Asian
countries, and particularly Cambodia. The pair
have registered several property development
and investment companies in Phnom Penh and
Sihanoukville, securing at least two major land
concessions in highly strategic locations, including
various islands.

75 Office of Financial Sanctions Implementation HM Treasury,
Global Human Rights Sanctions, Financial Sanctions Notice,
December 2023. Accessed at: https://assets.publishing.service.
gov.uk/media/6572d548049516000d49be78/Notice_Global_
Human_Rights_081223.pdf.

76  Reuters, Crypto scam: Inside the billion-dollar ‘pig-butchering’
industry, Special Report, November 2023. Accessed at: https://
www.reuters.com/investigates/special-report/fintech-crypto-
fraud-thailand/

77 TRM Labs, November 2023.

78 Ibid.
79 United States Secret Service, Official court filing, November
2023.



Expansion of Asian crime syndicates beyond
the Golden Triangle

In April 2024, Isle of Man constabulary raided the
offices of Gaming Company 1 (GC 1), a registered
online gambling company, in connection to a
widerfraudandmoneylaunderinginvestigation.&
This led to the immediate suspension of licenses
held by GC 1 and another affiliated company by
Isle of Man Gambling Supervision Commission,?!
with regulators announcing shortly after that
both had been cancelled.®” The Isle of Man
Financial Services Authority also ordered an
affiliated virtual asset firm, which was registered
at the same address, to suspend its operations,
noting the ongoing criminal investigation and its
mutual directors and officers shared with GC 1.2
The virtual asset firm was de-registered in early
May 2024%* and appears to have had positioned
itself as the “world’s first blockchain-enabled law
enforcement agency” specializing in stolen asset
recovery prior to the raids according to various
industry media (see below discussion on the
prevalence of asset recovery scams).

Examination of extensive corporate filings
and court documents shared by regional law
enforcement authorities confirm that, in 2023, a
Chinese court convicted six people who worked
for another GC 1 affiliate which operated from
an initial base in the Philippines before being
transferred to the Isle of Man. Court documents
show® that the syndicate defrauded victims in
mainland China out of millions of dollars through
fraudulent investment schemes, with authorities
identifying one of the co-founders of the affiliate

80 Isle of Man Constabulary spokesman, quoted in Isle of
Man Today, Seven arrests in ‘series’ of police raids linked to
Isle of Man gaming company investigation, 29 April 2024.
https://www.iomtoday.co.im/news/seven-arrests-in-series-
of-police-raids-linked-to-isle-of-man-gaming-company-
investigation-683322

81 Isle of Man Gambling Supervision Commission, Public
Statement Suspension of Gambling Licences, April 2024.

82 Isle of Man Gambling Supervision Commission, Public
Statement: Cancellation of Gambling Licence for Dalmine
Limited, 24 July 2024. https://www.isleofmangsc.com/
gambling/news-gambling/24-july-2024-public-statement-
cancellation-of-gambling-licence-for-dalmine-limited/; Isle of
Man Gambling Supervision Commission, Public Statement:
Cancellation of Gambling Licence, July 2024.

83 Isle of Man Financial Services Authority, Soteria Solutions
Limited — issue of direction, April 2024.

84 Isle of Man Financial Services Authority, May 2024.

85  Wuzhi County People’s Court of Henan Province, Criminal
Judgement, Case No. 579 (2023).
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as a Chinese-born Dominican national. GC 1 was
in the process of building a new £70 million (US
$92.5 million) headquarters which was halted
after the raid in April and is understood to have
represented the largest single private investment
on record in the Isle of Man.®

= \ % ! ‘%ﬁ\ :4‘
Proposed GC 1 development in the Isle of Man. Source: Official GC

1 development plans, July 2024.

Further examination of GC 1’s online presence
prior to the raid reveals only a very simple
website designed with limited functionality
serving as a landing page, consistent with shell
iGaming businesses used as fronts by criminal
groups for laundering of criminal proceeds. The
company’s co-founder is also listed as Chairman
of a Mekong-based payment and investment
firm which has been reported for investment
fraud on various scam alert websites.®’

Most notably, GC 1's co-founder appears to have
developed strong connections to Zhao Wei and
the GTSEZ in recent years prior to his expansion
into the Isle of Man. While the precise nature
of their business dealings remains unclear,
the individual features in official GTSEZ media
packages relating to a major launching ceremony
dating back to December 2018 where he can
be seen being appointed as the President of a
Chamber of Commerce and Industry by Zhao
Wei, although available information is limited at
the time of writing.%®

86 Vixio, Isle of Man Suspends Two Licensees Over ‘Criminal
Investigation’, Briefing. Accessed at: https://www.vixio.
com/blog/latest-gambling-news-isle-of-man-suspends-two-
licensees-over-criminal-investigation

87 Ministry of Commerce of Cambodia, Business Registration,
Company Registry, July 2024.

88 Golden Triangle Special Economic Zone Administration,
official media release, December 2018.
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Zhao Wei and GC 1 co-founder attending the launch ceremony of

a Chamber of Commerce and Industry in the Golden Triangle SEZ,

Bokeo, Lao PDR. Source: Golden Triangle Special Economic Zone,
2018.

While not directly connected to GC 1 or the
abovementioned Chamber of Commerce, it is
worth noting that Kings Romans also maintains a
presence in the online gaming space connected
to its former iGaming company, Landun (or
Blue Shield) Gaming. Although the entity is
likely to have rebranded following the Group’s
sanction designation in 2018, it has maintained
trademarks in the U.K. and European Union,
and formerly in the Republic of Korea and
Philippines, and appears to correspond to one
of the Group’s sanctioned businesses, Myanmar
Macau Landun, and the GTSEZ’s main land-based
casino, formerly known as the Blue Shield.®

Two recently dissolved U.K.-listed companies,
Landun Global Investing and Landun LD Co.,%%!
are registered at two addresses shared by more
than 4,000 and 9,000 registered companies,
respectively, with many linked to Chinese
directors and reported in relation to a variety of
cyber-enabled fraud incidents. With respect to
the former, Landun Global Investing has been
widely reported online by fraud victims who
were unable to withdraw their invested funds.
This was further corroborated by the Anti-Fraud

89 World Intellectual Property Organization Global Brands
Database, 2024. Accessed at: https://branddb.wipo.int/en.

90 Companies House UK, Landun Global Investing Limited,
Corporate Reigstry, September 2024.

91 Companies House UK, Landun LD, Corporate Reigstry,
September 2024.
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Network of Taiwan PoC Police, which designated
the company as a fraudulent investment platform
in a recent public notice.*?

LANDUN

U GAMING

Owner KingsRomans Casino and Entertainment Co, Ltd (Lao People’s Democratic Republic)
IPR National Trademark Registration

Country of filing UK

Status @ Registered (March 16, 2017)

Number UKOO916121477

Nice class 9

(] LANDUN GAMING
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mare than 30 popular global indexes
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Screen capture of Landun Gaming intellectual property registry
and Landun Global Investment fraud platform. Source: World
Intellectual Property Organization Global Brands Database and
Landun Global Investment (2024).

Coincidentally, in April 2024, authorities in
Chiang Rai, Thailand also seized a large quantity
of high-tech equipment believed to belong to a
cyber-enabled fraud syndicate moving its base
of operations from Myanmar to the GTSEZ,
using Thailand for transit. Among items seized,
authorities recovered 4,998 U.K. SIM cards
alongside 10 Starlink satellites and a variety of
debit cards, bank passbooks, and other financial
documents pertaining to large amounts of
fraudulently obtained bank accounts used for
money laundering.*

92 Taiwan PoC Police Agency, & & ZIE165F58R#E111/7/18-
111/7/24 R @ 1% & (14 28) 5FBR#ELS, Public Notice,
August 2022.

93 UNODC Bilateral meeting with Royal Thai Police, May 2024.



Industrialization of regional cyber-enabled
fraud

Cyber-enabled fraud operations in Southeast
Asia have taken on industrial proportions using
workforces compromising of trafficked victims
and complicit individuals. In 2023, the Supreme
People’s Procuratorate (SPP) of China reported that
independent and scattered fraud gangs had been
replaced by larger, consolidated criminal groups
often operating under the guise of industrial
and science and technology parks. Authorities
have further indicated that these groups have
created stable networks under which previously
independent groups now operate.®** The SPP has
also noted that as these crime groups have grown
in size, their criminal activities have converged and
intertwined, escalating to trafficking in persons,
kidnapping, illegal detention, and torture, among
other offences.®

The rapid expansion of these consolidated zones
of criminality can be observed through satellite
imagery of major hubs such as Myanmar’s KK Park in
Kayin State.?” Signs of development at this location
first appeared in early 2020, however in the span of
four years it has emerged as one of the largest and
most active criminal enclaves in the region.

It is worth noting that the growing adoption of
cryptocurrency, among other technologies rapidly
integrated by Asian crime syndicates, has served as
an important catalyst behind the ability of cyber-
enabled fraud operators based in the region to
expand globally. This is due to the ease with which
rapid cross-border transactions can take place, low
levels of understanding among law enforcement
about how cryptocurrencies function, and in
some cases, the breakdowns of cross-border law

94 Supreme People’s Procuratorate of the People’s Republic of
China, HMENXITH RIEBENEZIERRELAPILRETHE
&5 (20234F) [Procuratorial Organs’ Efforts to Combat and
Govern Telecommunications Network Fraud and Related Crimes
(2023)], 30 November 2023. https://www.spp.gov.cn/xwfbh/
wsfbt/202311/t20231130_635181.shtml#2

95 Global Fraud Meeting, National Police Agency of Japan, Tokyo,
Japan, September 2024.

96 Supreme People’s Procuratorate of the People’s Republic of
China, HMENXITH RIEBENEZIERRELAPILRETHE
&5 (20234F) [Procuratorial Organs’ Efforts to Combat and
Govern Telecommunications Network Fraud and Related Crimes
(2023)], 30 November 2023. https://www.spp.gov.cn/xwfbh/
wsfbt/202311/t20231130_635181.shtml#2

97 UNODC, Casinos, Money Laundering, Underground Banking
and Transnational Organized Crime in East and Southeast Asia,
January 2024.
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enforcement cooperation, investigation, case
intake, and asset recovery. Powerful transnational
criminal networks operating in the region have
developed a range of sophisticated structures,
mechanisms, and techniques to launder stolen
funds, examined in depth in the next chapter.

Figure 1. Satellite imagery illustrating rapid
development of KK Park, Kayin State, Myanmar, 2019
—-2024

(bottom). Source: Google Earth, e-GEOS and European Space Agency,
2024.
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Two Foreign Nationals Arrested for
Laundering At Least $73M Through

Shell Companies Tied to

Cryptocurrency Investment Scams
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Source: United States Department of Justice and Secret Service, May 2024.

Funds from Cambodia-linked crypto scam
laundered and transferred to the United States

In May 2024, U.S. authorities announced the
arrest of a dual citizen of China and St. Kitts and
Nevis and resident of Cambodia and the United
Arab Emirates, alongside a Chinese national and
U.S. resident co-conspirator, for laundering at
least US $73 million through shell companies
tied to cryptocurrency investment scams.*®

According to court filings and financial analysis
involving fraud payments from more than 40
victims, the pair are alleged to have directed an
intricate money laundering network in which a
team of subordinates registered approximately
74 shell companies and associated bank
accounts with the sole purpose of facilitating the
laundering of millions in stolen funds. Many of
these accounts and shell companies were located
in the Central District of California. A network of
money launderers then facilitated the transfer of
those funds to other domestic and international
bank accounts and cryptocurrency platforms
in a manner designed to conceal the source,
nature, ownership, and control of the funds. The
bank accounts for the shell companies received

98 United States Attorney’s Office, Central District of California,
Press Release, May 2024. Accessed at: https://www.
justice.gov/usao-cdca/pr/two-foreign-nationals-arrested-
laundering-least-73-million-through-shell-companies
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over US $80 million in victim funds which were
subsequently transferred to two accounts
held at Deltec Bank in the Bahamas.”® One of
these accounts was registered by a Cambodian
company, which is chaired by a former director
at a criminally-implicated Sihanoukville-based
casino group.*®

According to the complaint against one co-
conspirator, one U.S. victim who had reported
their incident in May 2022 had been contacted
by fraudsters on WhatsApp who eventually
convinced them to make cryptocurrency
investments on a spoofed platform imitating
the legitimate CoinZoom exchange.®® Over
a two month period, this individual invested
approximately US $1.5 million, only to be
informed he needed to pay a fee and taxes in
order to cash out his investment. Stolen funds
were converted into USDT and transferred to
a Binance wallet purportedly connected with
the arrested individual. A separate TRON wallet
allegedly connected to the scheme received over
US $341 million in virtual currency over a three-
year period beginning in April 2021.1%

99 United States District Court for the Central District of
California, Case No. 2:24-mj-02055-DUTY, Criminal Complaint,
April 2024.

100 Ministry of Commerce of Cambodia, Corporate Registry
Database, September 2024.

101 United States District Court for the Central District of
California, Case No. 2:24-mj-02055-DUTY, April 2024.

102 Ibid.



One feature of the broader scam landscape over
the past year relates to how much of the total year-
to-date scam inflows have gone to wallets that
became active this year, suggesting a surge in new
scams. As illustrated in Figure 2 below, the chart
examines the share of total scam revenue sent to
wallets first seen in the year their respective scams
received cryptocurrency. Notably, 43 per cent of
year-to-date scam inflows have gone to wallets that
became active this year — representing a significant
trend as the next highest year, 2022, saw just 29.9
per cent of total year-to-date flows go to wallets
that became active that year. 1

Figure 2. Share of inflows to scam wallets based on year
of first activity, Jan 2021 - July 2024
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Source: Chainalysis, Crypto Crime Mid-Year Update, August 2024.

In addition to the sophisticated money laundering
methods required to service the industry, as the
regional criminal ecosystem has industrialized, a
parallel diversification of criminal actors, workforce,
targets and victims has also taken place. The
regional cyber-enabled fraud industry has also
converged with the land-based and online casino
industry both geographically and operationally. For
example, overlaying the locations of Cambodia’s
licensed casinos with sites known to have
housed online gambling and cyber-enabled fraud
operations shows that all three largely cluster in
the same main locations.** Additionally, numerous
casinos house online operations in segregated
parts of their property, have been found to simply
operate as a front for online gambling or cyber-
enabled fraud.*®

The abovementioned KK Park compound is just
one example, and numerous other massive zones
have also been observed emerging and expanding
in the region, as well as standalone business

103 Chainalysis, Crypto Crime Mid-Year Update, August 2024.

104 UNODC, Casinos, Money Laundering, Underground Banking
and Transnational Organized Crime in East and Southeast Asia,
January 2024.

105 Ibid.
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parks dedicated to hosting cyber-enabled fraud
operations. A major driver behind this expansion
was crackdowns in mainland China and Taiwan PoC,
which led cyber-enabled fraud and gambling groups
to relocate to Southeast Asia. As law enforcement
actions in China pivoted to tackling these overseas
groups, they adapted, capitalizing on advancements
in technology and their increasing entrenchment in
the region.1%

As industry capacities developed, scams began to
target Chinese-speaking communities across the
region and globally. Chinese-led criminal operations
began to recruit more diverse workforces able to
target much broader ‘markets’, and groups from
other countries including Indonesia, Malaysia,
Thailand, and Viet Nam began to work with
Chinese counterparts and later establish their own
operations. As covered in more detail below, major
criminal groupsfromJapanandthe RepublicofKorea
have also moved into various parts of the region.

This trend is well represented by a marked decline in
theaveragelifespan of scams, shown below. Between
2020 and 2024 year-to-date, the average number of
days scams were active has significantly decreased,
dropping from an average of 271 days in 2020 to
42 days in the first half of 2024. This macro trend
is consistent with the continued pivot of scammers
away from elaborate ponzi schemes that cast a
wide net to more targeted campaigns including pig
butchering or address poisoning, driven in part
by increasing enforcement efforts and stablecoin
issuers increasingly blacklisting scam addresses.

Figure 3. Average scam lifespan by year first active on-
chain, Jan 2020 - July 2024

300

100

‘Average days of on-chain activity

0
2020 2021 2022 2023 2024

Source: Chainalysis, Crypto Crime Mid-Year Update, 2024.

106  Ibid.
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Source: Rappler, 2024.

Philippines: POGO raids uncover evidence of
expansive criminal operations

In 2023, law enforcement action targeting
POGOs ramped up, with major raids taking
place at locations suspected of involvement
in a range of serious crimes. While the POGO
licensing framework was created to regulate
online gambling operations targeting gamblers
outside the Philippines, these raids uncovered
evidence of widespread exploitation amounting
to human trafficking, illegal detention, torture,
cyber-enabled fraud, and other offences.

In May 2023, a raid at Clark Sun Valley Hub
Corporation in Mabalacat City, Pampanga,
uncovered more than 1,300 people working in
apparent forced labour conditions, the majority
of whom were foreigners. This included 428
Vietnamese, 301 Chinese, and 243 Indonesians."’
Police reported that these people were “forced
into working for a fraudulent cyber-enabled
industry, victimizing their fellow citizens.”1%®
Local media reported that workers had their
passports seized and were trained to defraud
targets in Europe and North America, unable to
leave the secured compound. The company that
subleased the property previously operated in
Dubai before relocating to The Philippines. At the
time, Sun Valley had provisional accreditation
from the gaming regulator, which was cancelled
following the raid.'®®

107 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

108 Philippine National Police, Media Release, May 2023. Accessed
at: https://www.facebook.com/anticybercrimegroup/
posts/620034290161954/.

109 Philippine Amusement and Gaming Corporation, PAGCOR
cancels accreditation of Pogo Hub in Pampanga, Media
Release, 30 May 2024. Accessed at: https://www.pagcor.ph/
press-releases/pagcor-cancels-accreditation-of-pogo-hub-in-
pampanga.php.

A month later in Las Pifias City, another company,
Xinchuang Network Technology, was raided, with
more than 2,700 workers from over 20 different
countries discovered, including hundreds
of Chinese, Vietnamese, Indonesians and
Malaysians.*® Police confiscated over 100,000
unregistered SIM cards and equipment used
for sending bulk messages. The next major raid
occurred in August 2023, this time at Rivendell
Global Gaming in Pasay City. Police found around
460 Filipino workers and 180 foreigners, along
with hundreds of phones, computers, SIM cards,
scripts for romance scams and devices used for
text blasting.*!

Another major law enforcement operation took
place at Smart Web Technology in October
2023. Among the more than 700 workers
questioned, officials found over 400 Chinese and
20 Vietnamese, as well as Koreans, Malaysians,
and individuals from Taiwan PoC. During the
raid, officers rescued people with visible signs
of physical violence and found blood-stained
handcuffs and ‘torture devices’ including tasers
and baseball bats. According to the Presidential
Anti-Organized Crime Commission (PAOCC),
in addition to vast available evidence related
to cyber-enabled fraud, there was also strong
evidentiary indication of sex trafficking.'!? Video
footage of the raid showed offices of computer
workstations with online gambling websites still
on their screens, as well as areas of the building
used for live sex shows.3

110 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

111 Ibid.

112 UNODC, Roundtable on Transnational Organized Crime and
Cyber-Enabled Fraud, Manila, Philippines, May 2024.

113 Ibid.



In March 2024, a raid on Zun Yuan Technology
in Bamban, Tarlac, uncovered a complex web
of actors suspected of involvement in human
trafficking, illegal online gambling, cyber-
enabled, and money laundering, among other
offences. The raid of the expansive complex
followed complaints from a Vietnamese worker
who escaped the compound, finding over
800 workers including nationals of at least six
countries, as well as Filipinos.'** According to

PAOCC, 280 of the foreigners found lacked

the necessary documentation to be in the

country legally, with interviews with workers
revealing the site was a hub for various scam
activities.'®> The same site had been raided
just over a year earlier, after which it changed
name and continued operating.'*® The raid and
investigation ultimately led to the downfall of the

town’s mayor, who has been found to have had a

stake in the project and fled the country, before

being arrested in Indonesia and returned.'’”

It is also worth noting that related police-to-

police cooperation between authorities in the

Philippines and Indonesia was facilitated through

115 Ibid.

116 Philippine National Police, Media Release, 1 February 2023.
Accessed  at:  https://cidg.pnp.gov.ph/offshore-gaming-
company-running-a-fraudulent-investment-scam-ceased-by-
cidg-851-workers-held/.

117 UNODC, Roundtable on Transnational Organized Crime and
Cyber-Enabled Fraud, Manila, Philippines, May 2024.

Organizational structure of regional cyber-
enabled fraud operations and common tactics
and techniques

The specific internal structure of cyber-enabled
fraud operations will vary, but broadly speaking
they have a pyramid-like structure of a criminal
network, with the scam operators at the bottom,
reporting to team leaders, who in turn are overseen
by managers. The compounds in which they
operate rent space to them at a premium, in return
guaranteeing stable power, internet connection,
and other services, as well as ‘safety’. Offices of
various sizes are available for rent, and some larger
operations may rent entire floors or buildings. Both
online gambling and cyber-enabled fraud operators
may occupy the same buildings or compounds.

Regional overview I

the UNODC Emergency Response Network
(ERN).18

Demonstrating the transnational characteristics
of these operations, the Zun Yuan Technology
case is also linked to individuals convicted in a
major money laundering case in Singapore. In
at least two cases, investigations of raided hubs
found indications that hacking activities were
being conducted from those locations. At Zun
Yuan Technology, one senator aired concerns
during a Senate Committee hearing that
information from intelligence agencies suggested
surveillance and hacking of government websites
were traceable to the site.'*® Following the June
2024 raid of yet another POGO operation in
Porac called Lucky South 99, police pursued and
later captured a Chinese national identified as
a purported hacker who evaded capture during
the raid.'*

118 The UNODC Emergency Response Network (ERN) established
in 2024 to facilitate international cooperation between seven
most affected states in the region to rescue, disrupt and
combat trafficking in persons and associated crimes.

119 Senate of the Philippines, Hontiveros airs concern over
POGO’s possible connection to hacking, surveillance, Media
Release, 7 May 2024. Accessed at: https://legacy.senate.gov.
ph/press_release/2024/0507_hontiveros1.asp.

120 Bureau of Immigration, Chinese computer hacker who
worked for online gaming hub nabbed in La Union, Media
Release, 22 July 2024. Accessed at: https://immigration.
gov.ph/chinese-computer-hacker-who-worked-for-online-
gaming-hub-nabbed-in-la-union/.

Beyond the actual scam operations, mirroring
legitimate businesses, larger operations have
human resources departments that deal with
recruitment and staffing issues, with finance
departments handling payments and commissions.
Property managers take care of the overall running
of the property, including leasing units and
provision of security. At the top of the compound
power structure are the operation owners and
their local business partners or protectors, who
generally operate from behind the scenes and can
be challenging if not impossible to identify.
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Figure 4. Hierarchy of offenders in trafficking for forced
criminality

from wealthy tycoons, high ranking officials,
and casino- and cryptocurrency-based money
laundering and underground banking

Organized crime group leaders (with support 1
networks)

Casino/Scam compound owners and
developers

'Directors’

Local facilitators and corruption

Source: Elaboration based on UNODC Policy Brief on Casinos, Cyber
Fraud and Trafficking in Persons for Forced Criminality, 2023.

The industry would not be able to operate without
a range of parties external to the compounds.
As elaborated in later sections of the report,
both online gambling and cyber-enabled fraud
operations generate massive revenues that need to
be moved and laundered. This requires elaborate
networks of mule bank accounts, cryptocurrency
wallets, teams to manage those accounts, and
marketplaces to connect those that need funds
moving to groups with the means to do so.

As operations have advanced organizational
structures, there is also clear indication that cyber-
enabled fraud operators are rapidly innovating and
diversifying their business lines and capabilities,
with an increasing number of fraud techniques
reported. The methods utilized will be adapted to
the demographic being targeted, and often fraud
operators will specialize in a specific type of scam,
targeting nationals of a specific country or group of
countries.

At the heart of the booming regional industry has
been the so-called ‘pig butchering’ scam, which has
dominated reporting in recent years. Pig butchering
is a type of investment fraud or financial grooming
scheme in which criminals lure victims into digital
relationships (romantic or otherwise), building trust
before convincing them to invest in cryptocurrency
or other tangible or virtual assets using fraudulent
web platforms. This has resulted in tens of billions
of dollars in losses from thousands of victims
around the world.

In pig butchering schemes, criminal groups use
social engineering tactics to draw victims into
revealing sensitive information or transferring
money. Victims may be proactively identified
through dating apps and social media sites, among
other methods. It is also common to spam large
numbers of potential targets with SMS messages,
typically made to appear accidental. If the receiver
replies, the operator will attempt to strike up a
conversation and encourage them to switch to
another messaging platform. If the conversation
develops, the target will be handed over to a more
experienced operator and eventually convinced
to deposit money into criminally controlled web
applications including fraudulent investment and
decentralized finance (DeFi) platforms, among
many others.

While the emergence of pig butchering has
dominated the narrative around this expansion of
global cyberfraud, it is just one of many techniques
utilized by criminal organizations operating from
the region.

Investment scams: More traditional investment
scams continue to extort victims by enticing them to
platforms trading virtual assets, foreign exchange,
precious metals and other commodities. By posting
sponsored content on social media platforms or
manipulating Search Engine Optimization (SEO) to
drive traffic to their website, groups will clone or
emulate legitimate websites and scatter positive
reviews across the web so that when potential
victims explore the platform they see positive
stories form satisfied users. Another common
approach is to draw people into chat groups where
one scammer promotes a fraudulent investment
product to the group and other members of the
group who are in on the scam play along, following
advice from the principal scammer to invest in
fictitious products. They report back to the group
about the profits they are making, enticing the
targets to ‘invest’, extracting funds until the victim
becomes suspicious or tries to cash out.



Common money laundering characteristics of
pig butchering scams

Investigations involving cyber-enabled fraud
networks and related money laundering are
often complex. Extensive analysis of on-chain
transaction data, however, has provided several
common key characteristics of many of these
schemes — most notably cryptocurrency-based
pig butchering scams emanating from Southeast
Asia.

As reported by several leading blockchain
analytics firms, once funds reach a syndicate-
controlled wallet, they are typically shuffled
from wallet-to-wallet in a complex web of
transactions between fraudsters and money
launderers (sometimes the same people), with
each wallet accumulating funds from additional
victims along the way.*?*!?212 Funds often move
circuitously and consistently include multiple
hops through intermediary addresses, making
it difficult for investigators to trace stolen assets
and separate victim funds from other money
flows and tokens.

Victim funds typically end up reaching a few
main exchanges, where they are often swapped
for stablecoins before continuing to be cycled
through the money laundering network via
both main exchanges and unhosted wallets,
with indication of significant volumes of related
transactions also being processed by a few major
high-risk exchanges based in Southeast Asia
(see below chapter).'?#1%512¢ |t js also common

121 TRM Labs, OFAC Sanctions Human Trafficking Network
Engaged in Pig Butchering, September 2024. Accessed at:
https://www.trmlabs.com/post/ofac-sanctions-human-
trafficking-network-engaged-in-pig-butchering

122 Chainalysis, The On-Chain Footprint of Southeast Asia’s
Pig Butchering Compounds, February 2024. Accessed at:
https://www.chainalysis.com/blog/pig-butchering-human-
trafficking/

123 Crystal Blockchain, Briefing on Cyber-Enabled Fraud,
September 2024.

124 Ibid.

125 TRM Labs, Pig Butchering Scams: What the Data Shows,
February 2023. Accessed at: https://www.trmlabs.com/post/
pig-butchering-scams-what-the-data-shows.

126 Chainalysis, Crypto Crime Mid-Year Update, August 2024.
Accessed at: https://www.chainalysis.com/blog/2024-
crypto-crime-mid-year-update-part-2/
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for cryptocurrency wallets that receive victim
funds from individual pig butchering scams to be
associated with other scams.

The below graph provided by one leading
blockchain analytics firm illustrates a typical
example of a pig butchering scheme, showing
the interconnected networks spanning multiple
scams. Each color represents the scammer
addresses in three different cases and, as
demonstrated by the connections between
the three coloured webs, they appear to be
operating multiple scams either in succession
or in conjunction. In addition, the scammers
appear to rely on the same underlying money
laundering network, corresponding to the larger
blue nodes, with the same addresses present
across multiple cases.

Figure 5. Interconnected money laundering networks
spanning multiple cryptocurrency-based scams

Source: TRM Labs, 2024.

The average amount received by addresses
linked to one of the scammers depicted in the
chart above was approximately US $26.8 million,
with the median around US $5.1 million.*?” Far
from being the work of lone scammers, it is
worth noting that over half of the pig butchering
schemes studied by TRM within this sample
exhibited apparent links to large transnational
organized crime groups engaged in human
trafficking networks operating in several
Southeast Asian countries.

127 TRM Labs, Pig Butchering Scams: What the Data Shows,
February 2023. Accessed at: https://www.trmlabs.com/post/
pig-butchering-scams-what-the-data-shows
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Asset recovery scams: Another common method
used to exploit individuals already defrauded
by fraudulent investment scams, typically
involving cryptocurrency, is asset recovery scams.
These schemes purport to assist fraud victims
in recovering stolen funds in return for an up-
front fee, commonly followed by subsequent
requests for payment. Social media platforms
are littered with recovery service advertisements
and other sponsored content distributed by
verified accounts. Some also draw in victims by
creating websites detailing their services which
boast positive reviews, customer testimonials,
and success stories. Personal information of scam
victims is also recycled, and those responsible
for the initial scam may keep their details and
then approach later posing as an asset recovery
firm, or alternatively they may sell victim lists to
others.’?%12 Australia’s National Anti-Scam Centre
received 158 reports of fraud involving a fund
recovery element between December 2023 and
May 2024, an increase of 129 per cent compared
to the six months prior.’*® In many cases the initial
scam will have originated in Southeast Asia, and
potentially also the following asset recovery scam.

Job scams: So-called job, task or employment scams
have also proliferated in recent years. This involves
agents posing as recruiters who either advertise
online or approach people directly through
unsolicited messages with online employment
opportunities. These jobs often involve generating
clicks for a website or purchasing and reviewing
products on spoofed online shopping platforms.
Victims are led to believe they are working for
a company that wants to boost its traffic and
profile. Each task completed is rewarded with a
commission. The recruiters remain involved as
mentors and coach victims by telling them they can
make higher commissions by joining a membership
system with multiple levels. They are often only
told after they start that the amount of commission
they can withdraw is capped, and they cannot
access the commissions they have already earned
without moving up a membership tier. Leveling

128 Global Fraud Meeting, National Police Agency of Japan, Tokyo,
Japan, September 2024.

129 United States Commodity Futures Trading Commission, Don’t be
Re-Victimized by Recovery Frauds, undated. https://www.cftc.
gov/LearnAndProtect/AdvisoriesAndArticles/RecoveryFrauds.
html

130 Australian Competition and Consumer Commission, Criminals
targeting victims of previous scams promising financial recovery,
9 July 2024. https://www.accc.gov.au/media-release/criminals-
targeting-victims-of-previous-scams-promising-financial-
recovery

up requires that the victim pay a fee, either in fiat
currency or crypto.

According to China’s Ministry of Public Security,
younger people are especially vulnerable to this
type of scam, and operators often target students
and people on low incomes.®! Job scams are also
used to obtain sensitive data from victims, such as
their name, identity card number, and one-time
passwords, with targets sometimes instructed
to install malicious apps allowing remote access
to their devices. In some cases, the jobs require
victims to process fund transfers using their own
personal bank account, then transfer the money
via online banking or money transfer services,
making them unwitting money mules for criminal
organizations. Job scams have been reported across
the region, and were the most commonly reported
type of fraud in Singapore in 2023, costing victims
SG $135.7 million (US $104.2 million).*?

Law enforcement impersonation: Targets are
contacted by someone posing as a law enforcement
officer with a fabricated story that they are under
investigation, often for some kind of financial crime.
They may be told that their ID or phone number
has been connected to money laundering, or that a
package with their name on has been intercepted
containing drugs or other contraband. These scams
are often elaborate, with the victim being passed
between different ‘departments’, and sometimes
required to have video interviews with actors in
uniform in mocked-up police stations. They will
be given an opportunity to clear their name, but
this requires that they transfer money from their
account in order for it to be ‘analyzed’ or held for
the period of the investigation. The scammers often
forbid the victim from contacting friends or family,
and in some cases intimidate them into isolating
themselves entirely while they extract funds from
them over an extended period of time.

Chinese embassies across the world have issued
warnings to citizens to be aware of impersonation
fraud schemes, and while reporting indicates that
they initially focused on Chinese nationals (both in
China and overseas), they are now globalized and
increasingly prevalent in Southeast Asia. According

131 Ministry of Public Security of the PRC, quoted in China Daily,
27 June 2024. https://www.chinadaily.com.cn/a/202406/27/
WS667cbc2da31095¢51c50b10e.html

132 Singapore Police Force, Annual Scams and Cybercrime Brief
2023. https://www.police.gov.sg/Media-Room/Statistics



to one media report based on official sources, in
June 2024 alone, Singapore authorities recorded
63 cases with total losses of over SG $10.6 million
(US $8.1 million). In one case a young student was
targeted by an impersonation scam where he was
informed by fraudsters impersonating the police
that he was under investigation and coerced him
to open several bank accounts, which they used to
move proceeds of other scams.?* In July, Thailand’s
Central Investigation Bureau warned about this
phenomenon, publishing photos of impersonators
who contacted would-be victims on the Line
messaging app.t** Artificial intelligence is also now
being deployed in impersonation scams.
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Six men that authorities found to be targeting victims via video chat.
Source: Royal Thai Police Central Investigation Bureau, 2024.
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Virtual kidnapping: An extension of the
impersonation scam, “virtual kidnapping” usually
targets young people, especially overseas Chinese
students. After fake law enforcement officials have
emptiedthe accountsoftheirvictims, they persuade
them to take pictures and videos of themselves in
staged kidnapping scenarios. The scammers then
send these images to family members and use
them to demand ransoms. In a number of cases,
victims have been persuaded to travel to Thailand
and Cambodia and check in to hotel rooms to
stage these videos in order to enhance their

133 Straits Times, Student who posed as MAS official at scammers’
bidding gets 8 weeks’ jail, April 2024. Accessed at: https://www.
straitstimes.com/singapore/courts-crime/student-who-posed-
as-mas-official-at-scammers-bidding-gets-8-weeks-jail.

134 Royal Thai Police Central Investigation Bureau, July 2024.
Accessed at: https://www.facebook.com/photo/?fbid=5089427
38305935&set=a.127278969805649.
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authenticity. Several governments have issued
advisories warning their citizens about these
scams.’®® There has also been an alarming rise in
reports of real kidnappings, with gangs based in the
Mekong region luring targets with similar fictious
stories. These criminals then hold their targets
hostage, often subjecting them to brutal torture
and sexual assault until family members transfer
ransom payments, usually in the form of crypto
currency. In one case reported by Thai authorities,
two victims were lured to Thailand from a country
outside the region. They were then told they would
need to stage a fake kidnapping, but were in fact
transported to a neighboring country where they
were confined and brutalized.**®* A handful of
similar reports have also emerged from elsewhere
in the region.

Sextortion: Some operations specialize in coaxing
people, usually men, into sexually compromising
video chats, then use secretly recorded video
footage to blackmail their victims. This often
begins with scam operators befriending people
over dating apps. In 2023, Indonesia deported 153
Chinese nationals who were detained in raids on
several operations that extorted more than 20
billion Indonesian rupiah (US $1.3 million) from
victims using this method.®*” Similar incidents
have also been reported in Thailand, Viet Nam
and elsewhere in the region,**® including through
the use of deepfakes in other types of sextortion
schemes.

Loan scams: Loan scams have proliferated in
several countries, including Thailand and Viet Nam,
as well as India, where numerous reports indicate
that people are being victimized by loans marketed
on social media sites by unlicensed companies.
These loans often require the target to download

135 National Anti-Scam Centre of the Australian Government,
undated, www.scamwatch.gov.au/types-of-scams/threats-
and-extortion-scams/chinese-authority-scams; Singapore
Police Force, October 2022. Accessed at: www.police.gov.sg/
media-room/news/20221028_police_advisory_on_staged_
kidnapping_cases_orchestrated_by_fake_china_gov_officials;
Chinese Embassy in Thailand, 16 July 2024, http://th.china-
embassy.gov.cn/chn/sgxw/202407/t20240716_11454491.html.

136 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

137 Criminal Investigation Bureau of the Ministry of Public Security
of the People’s Republic of China, September 2023. Accessed at:
mp.weixin.qq.com/s/IhOe-HxvqG9a1fvUn9jlcg.

138 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.
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an app, ostensibly for them to manage repayments.
However, these apps contain malware that enables
remote access to devices, allowing operators to
harvest data including photos, saved passwords,
contacts, and monitor screen use. In some cases,
this information is used to blackmail the user, in
others it is used to drain accounts accessible via
the device.

Parcel delivery scams: Victims receive a message
saying that a package cannot be delivered either
because postage has not been paid in full or
because some personal information is missing.
They may then be directed to a link that sends
them to a spoofed version of a major delivery
company and unwittingly give up their card details,
or in some cases the link will download malicious
software that allows full access to their device.
Various other types of phishing techniques are used
to compromise devices. Joint operations between
Singapore, Malaysia and Hong Kong police forces
have uncovered several transnational syndicates
operating malware phishing scams, identifying and
shutting down operatives in Malaysia, Taiwan PoC
and Hong Kong, China.*

Business email compromise scams: Businesses are
also major targets for online fraud with business
email compromise (BEC) scams being particularly
prevalent. In these schemes, fraudsters typically
impersonate executives or others with significant
control of budgets and financial transactions,
attempting to manipulate them into transferring
funds or divulging sensitive information. In July
a Singaporean commodity firm transferred US
$42.3 million to the account of fraudsters who
impersonated a real supplier in Timor Leste but
using an email account with a slightly different
spelling. Singapore and Timor Leste authorities
coordinated to intercept the funds and arrested the
perpetrators.14

139 Singapore Police Force, Two Men Extradited From Malaysia, to
Be Charged for Offences in Relation to Malware-Enabled Scams
Against Singaporeans, in Multi-Jurisdiction Operation, June
2024. Accessed at: https://www.police.gov.sg/media-room/
news/20240614_two_men_extradited_from_malaysia_to_be_
charged_for_offences_in_relation_to_malware_scams

140 Interpol, Police recover over USD 40 million from international
email scam, August 2024. Accessed at: https://www.interpol.int/
en/News-and-Events/News/2024/Police-recover-over-USD-40-
million-from-international-email-scam

Funds recovered by Singaporean and Timor Leste authorities. Source:
Policia Cientifica De Investigagdo Criminal (August 2024).

Abovearejust some of the more commonly reported
scam techniques, but there are many more and the
industry is constantly evolving and adapting. Pig
butchering cases have emerged as a widely utilized
approach by regional fraudsters and have captured
public attention in part because of the often large
amounts of funds extracted from individual victims.
However, operators target different ‘markets’ and
employ the techniques best suited to the context.
While high-value pig butchering scams can involve
weeks or even months of work on a single target
as scammers seek to extract as much as possible,
many operations focus on high-volume scams.
These scams enshare people through spoofed
shopping sites, enticing deals for vacations, cheap
car rental, or other schemes that are relatively low
value but hit a large number of victims.

Targeting methods also differ across operations. In
many cases, victims are identified opportunistically,
for example, through the now well-known ‘wrong
number’ messages. At the lowest level of the
scam operation hierarchy, workers manage phone
numbers that send out masses of SMS or messages
via apps such as Messenger, Line, and WhatsApp.
Law enforcement raids on scam compounds across
the region frequently turn up SIM boxes or so-called
‘text blaster’ devices which hold dozens of SIMs
and can be programmed to send out messages,
for example promoting gambling sites or including
phishing links. In other cases, scams are targeted,
with operators identifying people on social media
that may be susceptible to their approach and have
funds that can be extracted. Data brokers play an
important role in the targeting of scams.



Cyber-enabled crime, trafficking in persons
and forced criminality

Trafficking for forced criminality (or for exploitation
in criminal activities) can be understood as
trafficking in persons for the purpose of exploitation
of victims through forcing or otherwise compelling
them to commit criminal acts for economic or other
gains of traffickers or exploiters.

Reports of people being trafficked and deceptively
recruited into regional cybercrime sites began to
emerge most prominently in the early days of the
COVID-19 pandemic. Once inside the compounds,
people have found themselves trapped, with their
passports seized and phones either confiscated
or monitored and forced to engage in criminal
activities. Refusal to cooperate often results in
physical violence, deprivation of food, isolation, and
various threats and intimidation. Many people have
effectively become commodities, sold between
operators and trapped working off exorbitant
‘debts’ accrued through the expense that operators
have laid out to either transport them to the place
of work, or through buying them.

Figure 6. Modus operandi of trafficking networks

ACTION

Deception
Promise of good salary, free travel &
accommodation
Non existing job offers in (e.g., IT,
HR, business management,
mkeung, oommncabons)

Recruitment
Job advertisements and posts on
social media
Face to face recruitment by agents
or agencies
Offering void employment

contracts that are latter changed Coercion

MEANS
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It is extremely challenging to assess the true scale
of trafficking in persons for forced criminality
associated with regional cybercrime operations.
Conductingcomprehensive quantitativeresearch on
the issue is virtually impossible given the sprawling
nature of the industry, challenges in implementing
victim identification processes uniformly across
the region, and ongoing misinterpretation of the
nature of the crime (trafficking vs labour disputes).
However, the sheer weight of evidence that has
emerged over the past five years, including from
police reports, court documents, rescue and
anti-trafficking groups, survivor testimonies, and
media investigations, indicates that the incidence
of trafficking in persons facilitated by deceptive
recruitment and coercion is widespread.

While the method of how trafficking for forced
criminality has been conducted remains the
same at its core, the profesionalisation of the
industry has created different categories of work
force inside the compounds and various (often
improved) conditions that victims and scammers
are experiencing.

EXPLOITATION

= Confiscation of identification & travel

Transportation
Arranged and paid for by
organized crime groups
Providing victims with travel leave
documents: passports, visas
Facilitation of irregular crossing of
national borders
Journeys in small groups

Harbouring
Bars on dormitory windows/
balconies, office windows
Security personnel stationed at
compound exits
Metal bars on dormitory windows,
balconies, and office windows
Security personnel stationed at
compound exits

Sexual assault
Debt bondage

Transfer and receipt
A network of offenders
collaborates to hand over victims
from the point of recruitment to
exploitation
APOV

documents, phones
» Forcing victims to pay ransom, or
recruit new victims if they wish to

Physlcal & psychological abuse
Kidnapping & abduction
Beatings and/or electrocution
Long working hours with short
breaks / few days off
Limited freedom to move/leave
Threats, creating fear and trauma

« Deductions from salary for
hilipgement_s (e.g., not sitting up
straight, getting sick).

» Creating artificial debts & fines

Giving or receiving payment

« Buying and selling of victims
between criminal groups

= Economic, psychological, age,
immigration status, language barriers

Source: UNODC, Casinos, cyber fraud, and trafficking in persons for forced criminality in Southeast Asia (2023).
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Map 1. Locations of known or reported compounds and related special zones in Cambodia, Lao PDR, and Myanmar,
2023
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Although professionalization is multidimensional
and not a uniform practice among transnational
criminal networks, it has managed to further blur
the lines between who is a victim of trafficking and
who is inside willingly, creating a series of broad
categories of persons involved in cyber-enabled
crimes: 1) victims of trafficking; 2) offending victims;
3) scammers who willingly engage in fraud; and 4)
workers who perform various other jobs (logistics,
HR, cooks, cleaners, translators). It is crucial to
be aware of those distinct (possibly overlapping)
categories of people in order to effectively screen
for victims of trafficking as well as victims of other
offences, and also to develop response plans with
respect to others inside the compound who are
witnesses, offenders or a mix of both.

The professionalization of the industry and the
workforceinside can be broadly attributed to several
factors. One notable factor over the past year has
related to the increased number of law enforcement
operations in affected states, primarily triggered by
desperate pleas from thousands of victims. Rescue
operations conducted across several states, as
well as continued media attention on the issue of
trafficking for forced criminality, have been causing
considerable disruption in operations in some
compounds (most prominently in the Philippines),
forcing criminal groups to re-adjust their control
methods and further legitimatize their existence.

While criminal syndicates continue to resort to
deceptive recruitment practices, many networks
and compound owners have improved working
conditions. in some cases granting workers inside
some level of freedom of movement. However,
it remains common for salaries to be delayed
or withheld by compound bosses, while on-
site canteens, entertainment venues and other
businesses are also typically owned by compound
manages and their families and associates.
Many who are subject to deceptive recruitment
practices resign themselves to their situation and
hope to work through contracts that they are
often forced to sign, in the hope of being able
to leave when the contract period ends. They
might also leave if they recruit others to take
their place, which in some circumstance might
be considered as aiding trafficking in persons.
The use of control methods including debt and
ransom payments also remain prevalent within
many compounds. These circumstances can make
them appear as offending victims. Simply put —

Regional overview I

victims who were trafficked but are controlled
and compelled to engage in illicit acts through
more subtle means rather than physical abuse,
sexual violence, torture or other direct means.

Other networks continue to apply more forceful
methods including, in some cases, outright
kidnapping, to bring in and control victims though
terror, which demonstrates victimhood almost
instantaneously. Once inside the compounds, as
well as willing participants are often unable to
leave, with their passports seized and phones either
confiscated or monitored, which limits drastically
ability to call for help. Refusal to engage in criminal
activities often results in physical violence,
deprivation of food, isolation, and various threats
and intimidation. Many victims have effectively
become commodities, sold between operators
and trapped working off exorbitant ‘debts’ accrued
through the expense that operators have laid out
to either transport them to the place of work, or
through buying them. Those practices can also
amount to trafficking in persons for slavery and
slavery like practices.

While thousands of people continue to be deceived
into cyber-enabled fraud and online gambling,
there is now a significant proportion that enter
the scam workforce willingly. Stories of earning
quick riches are used to draw in willing recruits,
many of whom are young and often facing limited
job prospects in their own country.*! Even though
they might encounter problems leaving (e.g. due
to fictional debt), the question remains whether
the inability to leave could or should constitute
basis to establish trafficking in persons, together
with other relevant factors. Reports have shown
how in some cases, people who entered the online
gambling and scamming industry in their early
twenties have accumulated significant wealth (as
illustrated later in the discussion of Singapore’s
record money laundering investigation). There are
also cases of scammers who wish to attain more
privileged positions among workers, which might
require them having more direct role in committing
fraud, exploiting others (e.g. sexual exploitation),
or outperforming their set scamming quota.'*?

One noticeable and somewhat problematic
trend reported in a number of countries relates

141 UNODC, Emergency Response Network Meeting, Bangkok,
Thailand, August 2024.
142 Ibid.
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to victims who have been rescued and released
but found later in other scam compounds in the
region. Many appear to join cyber-enabled fraud
syndicates or be recruited with a considerable
understanding that they will be required to engage
in commission of financial fraud. By the nature
of such cases, categorization of such persons
is extremely challenging but requires the same
careful examination of personal circumstances,
including finding out why someone re-entered or
found himself/herself in another scam compound
(e.g. threats, debt.)

Although this professionalization of the workforce
and practices applied by transnational organized
crime networks manifest differently, overall, it has
had a significant impact on domestic and regional
dynamics of the industry. To a certain degree, this
can be observed in Myanmar. Many of the scam
compounds within the country’s militia-controlled
territories, for instance, have agreed to honor the
‘fake’ working contracts, and inter alia introduced
a leaving penalty (ransom) not exceeding US
$2,500. The average ransom rate from these
compounds is US $1,500.4

There are still cases of physical violence and abuse
being used to coerce victims into compliance,
although it is also common to push out trafficked
persons unwilling to stay or non-performing
scammers, either through paid ransoms or by on
selling them to another company to recoup their
costs. Many victims in Myanmar are moved to
locations further south of compounds such as KK
Park near 3 Pagoda Pass, all located in Democratic
Karen Buddhist Army (DKBA) territories and mostly
run by Chinese criminal networks which apply more
drastic control methods. Leaving payments in these
areas of Myanmar range between US $8,000 to US
$22,000 which is unattainable for the majority of
trafficking victims.'#

Victims are often subjected to psychological
manipulation as well as physical and sexual
violence. Some are locked up in torture chambers
sometimes referred to as ‘the dark room’, denied
food, water, and sleep. Some forms of punishment
can amount to torture, including victims being
strung up by their wrists in a dark room, randomly

143 Ibid.
144 Ibid.
145  Ibid.

beaten with metal pipes, and having water thrown
in their faces when they fall asleep. The sexual
violence against women and also remains prevalent
and goes unchecked. It must be noted, however,
that situation in Myanmar, in many ways is unique
given that the territories are controlled by various
ethnic armed groups, drastically limiting options
for government led rescue operations.

Part of the professionalization process of the
illicit industry is continuing practices of issuing
fraudulent work contracts, adding to the perception
that law enforcement are dealing with legitimate
businesses with unsatisfied or complaining workers
who just want to change their employer. As such,
victims are generally required to sign contracts that
require them to work a minimum of six months
or more. If broken, these contracts require the
costs associated with their travel, accommodation,
food, procurement of visas, work permits, and so
on to be reimbursed and may be topped up with
previously undisclosed fees and charges.’*® Many
survivor testimonies show that it is common for
people to be refused permission to leave even after
they complete the contracted period. Whether
they enter the industry willingly or unwillingly,
many end up trapped in a cycle of working to pay
off accumulating debts, which carry over if they are
sold to affiliated business and/or other compounds
domestically or within region.

While reports of complaining workers can provide
the basis for authorities to enter these businesses,
and/or casino premises, it is paramount to
understand that contract issued to victims or/or
scammers constitutes evidence of criminal groups
attempting to legitimize their illegal operations.
Traffickers often issue employment contracts to
deceive both the victim and authorities. Presence
of a contract does not mean that a person has not
been trafficked. On the contrary, examination of the
contract could aid establishing the use of ‘means’
set out in domestic counter trafficking definitions.
In essence the contract is a physical manifestation
of various means used to traffic a person for the
purpose of exploitation. Moreover, once inside
scamming premises, in addition to examining
the contract, it is critical to conduct careful site
inspections to assess the conditions, the type of
work persons are asked to engage in and look for
signs of abuse or cyber-enabled fraud.

146  Ibid.



Professionalization of the industry has also
further compounded existing law enforcement
challenges for victim identification, and can also
have an extremely negative impact on the legal
status, recovery, and reintegration of victims of
trafficking legal status, recovery and reintegration.
For instance, if victims are misidentified as victims
of trafficking, they may face possible charges
for aiding and abetting or committing financial
fraud. Moreover, victims who manage to leave on
their own or are rescued but do not go through
an official screening/identification process, may
find themselves in additional legal jeopardy if
they speak of their trafficking experience. For
example, upon returning home, a presumed but
not formally screen Malaysian citizen who claimed
to be trafficked to Cambodia in 2022, spoke of his
enduring punishment and humiliation while forced
to engage in scamming activity.’*’ After going
public with his experience, he was subsequently
sued by the human resources company involved
in his recruitment to Cambodia, in addition to
facing pressures and intimidation from company
he identified as being involved in his exploitation.#®

Without formal identification processes, victims
can be subjected to intimidation and possibly
further emotional and financial damage. Similarly,
problematic are counter lawsuits filed by
companies, and/or private/public persons against
victims who are identified as victims of trafficking
for agreeing to participate in criminal justice
system and support prosecutions of those involved
or responsible for trafficking. While allowed under
the law, at times they serve to intimidate victims to
withdraw their complaint, which, in turn, exposes
criminal justice system vulnerabilities that need to
be addressed across the region.

With respect to the profile of victims, while the
majority of the cyberfraud workforce was initially
predominantly made up of mainland Chinese
nationals, it began to expand and draw in others
from the region. Although translation software is
widely used, those with English language skills are
sought after for their ability to target people in
North America and Europe. However, as discussed
in the previous section, cyber-enabled fraud
operators are actively targeting what they often
refer to as ‘markets’ around the world, and having
people with native language skills and knowledge

147 Based on consultations with several civil society and non-profit
organizations working to support victims of trafficking for forced
criminality in the Mekong region, as well as correspondence with
victims.

148 Ibid.
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of the target country customs and culture can be
crucial in convincingly sustaining fraud schemes
that require ongoing engagement with victims. As
the reach of cyber-enabled fraud operations has
expanded, so has the diversity of its workforce.?*

As mentioned earlier, it is difficult to estimate
with certainty the numbers of people working in
the regional cyber-enabled fraud industry, either
willingly or unwillingly. Nationals from dozens of
countries are now present within the industry, as
evidenced by information gathered from reports by
police, anti-trafficking groups, cyber-enabled fraud
industry chat groups, as well as statements from
embassies and interviews with groups engaging
directly with survivors of the compounds.

Although the industry workforce is increasingly
diverse, the largest groups represented in the
foreign workforce of regional cybercrime sites, after
Chinese nationals, are Vietnamese, Indonesian, and
Thai.’®**1 Myanmar and Philippine nationals are
also present in significant numbers in compounds
in their home countries.'® Geographical proximity
and relaxed travel restrictions within ASEAN
makes travel for these people logistically more
straightforward to bring in and at lower expense.
Additionally, Thailand, Viet Nam, and Indonesia —
where gambling is not legally allowed — represent
massive markets for illegal online gambling, making
workersfromthese countries especially soughtafter.
In recent years, nationals from countries including
Bangladesh, Bhutan, India, Iran, Nepal, Pakistan, Sri
Lanka have also been identified.'>® Recent reports
from Africa also highlight the involvement of
nationals of Morocco, Kenya, Somalia, South Africa,
Sudan, and Uganda identified within the region’s
scam centres, alongside individuals from Central
Asia, Eastern Europe, and Latin America.’™ As will
be discussed later in this section, a number of
Japanese and Koreanshave beenarrestedorrescued
from compounds in Cambodia and Myanmar.!»

149 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

150 Ibid.

151 Global Fraud Meeting, National Police Agency of Japan, Tokyo,
Japan, September 2024.

152 Although precise figures are not available, this conclusion is
drawn from an assessment of reporting over the past four years
and discussion with groups supporting victims.

153 UNODC, Emergency Response Network Meeting, Bangkok,
Thailand, August 2024.

154  Ibid.

155 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.
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Indians trapped in Southeast Asian scam
compounds

Until recently there had been fairly limited
coverage on the presence of Indian nationals in
Southeast Asian cyber-enabled fraud operations.
While there has been reporting in Indian media
about scams targeting Indian nationals, as well
as raids and arrests of operators inside India, less
was known about the situation of nationals who
have travelled to Southeast Asia.

This changed in May 2024, when a protest broke
out at the Jinbei 4 compound in Sihanoukville,
Cambodia. Videos were posted online showing
a group of Indian nationals gathered on the
basketball court within the highly secured
compound chanting for their passports to be
returned. Police arrived and were filmed leaving
with the protesting group loaded onto trucks.
The Indian Embassy released a statement
the next day saying that 60 people had been
evacuated. It referred to the event as a ‘rescue
of Indian nationals trapped in scam operations
in Cambodia./*® The group members were
repatriated to India over the following weeks.

As attention on the situation grew during 2024,
a series of arrests were made around India
targeting people who have played a role in
recruiting people to work in Cambodia and Lao
PDR.®7*® Various official reports, examined
below, indicate that people are being recruited
with offers of IT or administrative work, often

156 Indian Embassy in Cambodia, Media Release, May 2024.

157 National Investigation Agency of India, NIA Conducts Multi-
StatE Searches in Laos Human Trafficking & Cyber Fraud Case,
Press Release, June 2024.

158 National Investigation Agency of India, NIA Chargesheets
Laos-Based Company’s CEO in Human Trafficking &
Cyberfraud Case, Press Release, September 2024.

Itis worth noting that the make-up of the workforce,
including trafficking victims, pivots in response
to various factors. For example, at its peak, the
Philippines POGO industry reportedly employed
hundreds of thousands of Chinese nationals.
Pandemic travel restrictions and scrutiny of Chinese
nationals travelling to gambling hotspots reduced
the availability of Chinese workers. In response,
recruiters pivoted to other countries, especially

163 UNODC, Regional

based in Thailand, but on arrival they are met by
agents who transfer them to counterparts who
bring them across the border into Cambodia,
Myanmar and Lao PDR.

Images of Indian nationals rescued in Lao PDR. Source: Indian
Embassy in Lao PDR, August 2024.

The Indian Government and various states
across India have issued warnings to citizens not
to fall prey to deceptive recruitment, as have its
embassies across the region. In June the Embassy
in Cambodia posted another press release on
the rescue of 14 more people from cybercrime
operations (bringing the total to 650),%*° several
rescues occurred in Laos, including one from
the Golden Triangle SEZ in August involving 14
people (bringing the total to 548)'° and a further
47 later that month.’! In July to August the
Embassy in Myanmar supported the rescue of 57
nationals from scam compounds in Myawaddy.62

159 Indian Embassy in Cambodia, Media Release, July 2024.
160 Indian Embassy in Laos, Media Release, August 2024.

161 Ibid.

162 Indian Embassy in Myanmar, Media Release, August 2024.

Viet Nam, where training schools were set up to
prepare prospective POGO workers. In 2023, the
number of Alien Employment Permits issued for
Vietnamese POGO workers exceeded those of all
other nationalities.®®

Meeting on Cyber-Enabled Fraud and
Transnational Organized Crime, Bangkok, Thailand, August 2024.



Law enforcement actions targeting regional
cybercrime operations

Law enforcement action targeting cyber-enabled
fraud operations across East and Southeast Asia
increased considerably in recent years, albeit with
varying degrees of intensity and success across
different countries. This includes arrests of people
providing bank accounts to money laundering
syndicates to use as mule accounts, freezing bank
accounts and blocking websites. Cross-border law
enforcement cooperation has led to asset seizures
and in some cases convictions of individuals
involved in cyber-enabled fraud activities, but the
most visible actions have been raids targeting hubs
housing fraud and illegal gambling operators. While
the industry continues to be prevalent across the
region, there has been an uptickin such actions over
the past 18 months. During raids, large numbers of
workers have been removed or detained, but victim
identification is complex and systems have proved
insufficient for dealing with this new manifestation
of forced criminality. Many are arrested on
immigration charges and deported, and few are
formally identified as trafficking victims.'** Raids
have also led to the arrest of managers and others
more senior in the operation hierarchy, but they
are relatively few.

Compiled from statements by regional law
enforcement agencies, the table below lists some
of the most prominent law enforcement actions
targeting sites hosting illegal online gambling and
cyber-enabled fraud operations since January 2023.

These raids have been led by local law enforcement
agencies, in some cases in cooperation with
regional counterparts. In several cases raids have
come about after embassies have alerted police to
rescue requests from their citizens who are unable
to leave and spoke of exploitation and abuse.
Chinese public security agencies have also played a
major role in several of these operations.

Chinese law enforcement efforts have been
extensive and targeting the segment of the
transnational crime networks based inside mainland
China. Diplomatic and public security authorities
have engaged with regional counterparts to reach
agreements on law enforcement cooperation

164 According to extensive interviews with groups working with
people who have escaped from regional scam compounds.
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targeting cyberfraud, online gambling, money
laundering and other associated crimes. According
to China’s Ministry of Public Security, from January
to November 2023, 391,000 telecom and online
fraud cases were solved and 79,000 suspects
captured, including 263 ringleaders.!®> Over 50,000
individuals were prosecuted for telecom and online
fraud in 2023.%¢¢

The adoption of the new Law on Countering
Telecommunications Network Fraud in 2022 set out,
among other things, the responsibilities of service
providers such as those in the telecom, internet
and financial sectors to raise customer awareness
but also monitor for, block and report suspicious
activity. Chinese courts nationwide have been
instructed to severely punish ringleaders, while
anti-money laundering laws are being revised to
cover non-financial entities and new technologies,
including cryptocurrencies and online gaming.

Over the past year, Chinese media has reported
extensively on court proceedings related to cases
involving people charged with involvement inillegal
online gambling and cyber-enabled fraud, both
in China and overseas. Prosecutorial bodies have
also issued several reports, including summaries of
typical cases®® involving convictions of people who
have returned either voluntarily or via deportation
from Cambodia, the Philippines, Lao PDR, Myanmar,
Malaysia, and other countries.’® These cases

165 Criminal Investigation Bureau of the Ministry of Public Security,
391,000 cases solved from January to November 2023, and
the number of cases has continued to decline since August,
January 2024. Accessed at: https://mp.weixin.qq.com/s/d_
Fmd4uzZh9A3g7XIHWP7tA

166 Supreme People’s Procuratorate of the People’s Republic of
China, China prosecutes over 50,000 people for telecom, online
fraud in 2023, March 2024. Accessed at: https://en.spp.gov.
cn/2024-03/03/c_967090.htm

167 Typical cases are issued to demonstrate the application of law
and unify judgment standards across Chinese courts.

168 Supreme People’s Procuratorate of the PRC, {fiK;EMEFTH
BB EMZIERMENHELEARESK. 2%
BHE=HMIEFABRBEMNEERILERMFRKSHERE
3 [Severely crack down on overseas telecommunications
network fraud and domestic collaborators in criminal activities
in accordance with the law: The Supreme People’s Procuratorate
and the Ministry of Public Security launched the third batch of
five major cross-border telecommunications and network fraud
cases for joint supervision], 12 September 2023. https://www.
spp.gov.cn/spp/xwfbh/wsfbt/202309/t20230912_627903.
shtml#1; Supreme People’s Court, 5 ARERELZHIEE
TETE R H LIRS B BURM| [The Supreme People’s Court
publishes typical cases of cross-border gambling and related
crimes], 23 July 2024. http://news.china.com.cn/2024-07/23/
content_117324860.shtml; Supreme People’s Procuratorate of
the PRC, MRAEABEBEMEERREXBIDRMARR
{51 [Typical cases of punishing cross-border telecommunications
network fraud and related crimes in accordance with the law],
26 July 2024. https://www.spp.gov.cn/xwfbh/wsfbh/202407/
t20240726_661524.shtml

49



50

in Southeast Asia: A Shifting Threat Landscape

I Transnational Organized Crime and the Convergence of Cyber-Enabled Fraud, Underground Banking and Technological Innovation

Table 1. Major law enforcement operations targeting regional cybercrime sites (January 2023 — August 2024)*

Country Date Location Result
Cambodia | 9 March 2024 Former Paradise Island Casino, 172 foreigners detained, of which 5 administrators
Sihanoukville were arrested (majority Vietnamese, plus Thai,
mainland Chinese, and Taiwan PoC
Cambodia 10 March 2024 Former Crowne Plaza Hotel, 279 Cambodians and 28 foreigners detained
Sihanoukville (majority Chinese and one Myanmar)
Cambodia | 26 March 2024 Thmor Yeak Beach resort & Chan 600+ detained (majority Chinese, plus other
Krasnaa Resort, Sihanoukville nationalities)
Cambodia | 2 April 2024 Former JC Airlines office building, 300+ detained (majority Chinese, plus other
Sihanoukville nationalities)
Lao PDR 11 September 11 sites in Vientiane City, Golden 164 Chinese nationals repatriated
2023 Triangle SEZ, Savannakhet, Vang
Vieng
Lao PDR 28 November 2023 | 7 sites in Golden Triangle SEZ 462 Chinese nationals repatriated
Lao PDR 28 February 2024 | 7 sites in Vientiane, Luang Prabang, | 268 Chinese nationals repatriated
Golden Triangle SEZ
Lao PDR 23 April 2024 3 sites in Golden Triangle SEZ 250 Chinese nationals repatriated
Lao PDR 23 June 2024 Golden Triangle SEZ 280 Chinese nationals repatriated
Lao PDR 2 August 2024 Golden Triangle SEZ 155 Vietnamese arrested and later repatriated to
Vietnam
Lao PDR 12 August 2024 Golden Triangle SEZ 771 people arrested (275 Lao, 231 Myanmar, 106
Chinese, 73 Filipino, 29 Indian, 20 Indonesia, as well
as Mozambiquan, Ethiopian, Ugandan, Vietnamese,
Tunisian, Colombian, Georgian, and Burundian,
among others)
Lao PDR 27 August 2024 Golden Triangle SEZ Zone-wide inspection campaign commences
Lao PDR 27 August 2024 4 sites in Golden Triangle SEZ 60 arrested (majority Chinese, plus Laotian)
Myanmar 23 February 2024 | Tachileik City, Shan State 697 detained (542 Myanmar, 154 Thai, 1 Chinese)
Myanmar | 6 March 2024 2 locations in Tachileik City, Shan 206 Chinese nationals detained
State
Myanmar 25 March 2024 Tachileik City, Shan State 60 Chinese nationals detained
Myanmar 29 February — 2 Myawaddy 800+ Chinese nationals released from operations in
March 2024 and around Myawaddy and repatriated via Thailand
Myanmar 31 March 2024 Several sites across Wa State 67 Chinese nationals repatriated
Myanmar 31 March 2024 Muse, Shan State 807 detained (455 Myanmar and 352 Chinese, who
were repatriated)
Myanmar 24 April 2024 Several sites across Wa State 92 Chinese nationals repatriated
Myanmar 15 May 2024 Several sites across Wa State 35 Chinese nationals repatriated
Myanmar 28 May 2024 Wa State 37 Chinese nationals repatriated
Myanmar 18 June 2024 Several sites across Wa State 37 Chinese nationals repatriated
Myanmar 18 June 2024 Tachileik City, Shan State 150 Chinese nationals repatriated
Myanmar 28 June 2024 Tachileik City, Shan State 295 Chinese nationals detained
Myanmar 16 August 2024 Wa State 307 Chinese nationals repatriated
Philippines | 31 January 2023 Hong Sheng Gaming Technology, 850 detained (500 Filipinos and 351 foreign
Bamban, Tarlac Province nationals)
Philippines | 4 May 2024 GCG Technologies and Colorful & 1309 workers rescued (428 Vietnamese, 301
Leap Group, Sun Valley Corporation, | Chinese, 243 Indonesian, 172 Filipinos, 69 Nepalese,
Clark Freeport Zone 32 Malaysians, 42 Burmese, as well as Thai,
Bhutanese, Indian, Moroccan, and Taiwan Poc)
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Philippines | 26 June 2023 Xinchuang Network Technology, 2,761 workers rescued (1,534 Filipinos, 622 Chinese,
Hong Tai compound, Las Pinas City 188 Vietnamese, 140 Indonesians, 138 Malaysians,
83 Thais, 19 Taiwan PoC, as well as Nigerian,
Myanmar, Singaporean, Yemeni, Pakistani, Chadian,
Eritrean, Indian, Tunisian, Marshallese, Iranian,
Ivorian, Cameroonian, Sudanese and Somalian), 5
arrested
Philippines | 2 August 2023 SA Rivendell Global Support, Pasay 650 workers rescued (464 Filipinos, remainder
City foreign nationals, mostly Chinese)
Philippines | 27 October 2023 Smart Web Technology, Pasay City 731 workers rescued (Filipinos, Chinese and
Vietnamese)
Philippines | 13 March 2024 Zun Yuan Technology, Bamban, 868 workers rescued (427 Chinese, 371 Filipinos,
Tarlac Province 57 Vietnamese, 8 Malaysians, plus Rwandans and
Taiwan PoC)
Philippines | 4 June 2024 Lucky South 99, Porac 186 workers apprehended (29 Filipinos, plus
Chinese, Vietnamese, Malaysian, Myanmar, and
Korean)
Philippines | 22 August 2024 AIA Company, Centrium Tower 1, 99 arrested (56 Chinese, 32 Filipinos, as well as
Parafaque City Malaysian, Myanmar, Indonesia and Vietnamese)
Philippines | 31 August 2024 Tourist Garden Hotel, Lapu-Lapu 168 foreign nationals detained (including Chinese,
City, Cebu Indonesian, Indonesian, Taiwan PoC, and Malaysian)
Thailand 28 March 2024 Three locations in Nakhon Si 72 people (52 Chinese, 19 Thai) were detained
Thammarat across several locations, suspected of defrauding
people in China, Russia and Thailand.

Sources: Law enforcement and public security agencies of China, Cambodia, Laos, Myanmar and the Philippines. ¥*Note: The numbers of people
arrested and rescued in compound raids is often fluid, especially in larger raids, and numbers often differ across sources. This table does not

indicate who are presumed or identified victims among rescued persons.

demonstrate the handling by the judicial system of
people involved in various aspects of the industry,
including frontline scam workers, managers,
ringleaders, recruiters, smugglers, and technical
support agents, as well as those who provide
ancillary services like catering, accommodation and
security at online crime sites.

Within China, law enforcement actions have
targeted those playing a support role to groups
based overseas, including those developing
software, maintaining websites and providing
technical support,’®® as well as the underground
banking networks that facilitate the transfer of funds
generated by cyber-enabled crimes and people
who sell their account details to money laundering
groups to use as mule accounts. Actions have also
targeted gangs that smuggle Chinese nationals
across national borders both by land and by sea in
order to travel to regional scam compounds.

One major Chinese court case reported in February
2024 concerned a Philippines-based online casino.

169 See for example: Loudi Public Security Bureau, ERXSMNA%E
FRBZHBIEAPP, RHKTIHARB—ZH{HRMIAILA
[Lengshuijiang City Public Security Bureau smashed and arrested
31 people for colluding with domestic and foreign forces to
develop and operate fraud APP], 17 June 2024. https://m.gmw.
cn/2024-06/17/content_1303765769.htm

Fifty people went on trial in Sichuan Province for
involvement in the Cagayan Bay (k-&JZ) Casino,
which reportedly had one million users in China,
with a capital flow exceeding 725.5 billion yuan
(US S$101.9 billion). Police investigations found
that the platform had 50,000 agents working to
attract gamblers to the site and identified 1,000
bank cards linked to it. Operators were recruited
with job offers as waiters, chefs, cleaners and other
roles with offers of high salaries, but unknowingly
embarked on the road of illegality and crime.
According to official state media, in mid-2023 police
in 20 provinces arrested platform agents who had
returned to China and continue to pursue others.”®

In Cambodia, there have been two significant
periods of activity during which authorities took
highly public action targeting the online gambling
and cyber-enabled fraud industries. The first was in
late 2019 when the Government announced a ban
on online gambling, the second was in September
2022 when raids largely focused in Sihanoukville
targeted several online compounds. Since then,
there have been sporadic raids in Phnom Penh

170 China Daily, Sichuan police bust major cross-border online
gambling ring, 22 February 2024. https://www.chinadaily.com.
cn/a/202402/22/WS65d757aca31082fc043b89b3.html
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and Sihanoukville, as well as interventions across
the country in response to complaints received by
the Ministry of Interior hotline or requests from
embassies in Phnom Penh (such as the intervention
at Jinbei 4 in Sihanoukville, discussed earlier). Over
a four-week period starting on 9 March 2024,
more than 1,300 people were detained in raids in
Sihanoukville. The majority were Chinese nationals,
and the Chinese Embassy in Phnom Penh confirmed
that over 700 citizens were arrested.'’* They were
repatriated soon after on several chartered flights
while Thai and Vietnamese detainees were handed
over to police on their respective borders. While
the Cambodian Government has publicly stated
its commitment to crackdown on illegal online
activities, both online gambling and cyberfraud
operations continue to thrive in the country.

220 people handed over to Chinese police after arrest in Golden
Triangle SEZ, July 2024. Source: Lao States Security News.

For over a decade there have been reports from Lao
PDR of arrests related to illegal online gambling and
cyber-enabled, including the repatriation of 470
Chinese nationals in January 2016 who allegedly
worked for a rigged online gambling platform.'”?
Between 2018 and 2019, at least 500 more Chinese
nationals were arrested and deported in five
separate operations, but joint law enforcement
actions paused during the period of the COVID-19
pandemic. Activity increased again in 2023, and
increasingly frequent posts started to appear in
message groups used by people working in the
regional online industries sharing information

171 Embassy of the PRC in Phnom Penh, IR E L &5 1EI9%
ZAMIEEEZ & [Chinese and Cambodian police cooperate
to destroy multiple online gambling and fraud dens], 28 March
2024. Accessed at: http://kh.china-embassy.gov.cn/zgjx/202403/
t20240328_11272830.htm

172 China Government Net, FEZE FEEF LT REEREESN
FZVFIRE R INFE B EEAN 4704 [Chinese and Lao police jointly
destroyed a large-scale transnational telecommunications
network fraud group and arrested 470 suspects], 8 January 2016.

about impending or ongoing raids, especially in the
Golden Triangle SEZ (GTSEZ).'”®

The GTSEZ has long been associated with
transnational crime networks, and is a well-
documented site for drug trafficking, illegal wildlife
trade, human trafficking, money laundering, online
gambling and cyber-enabled fraud. A massive
operation resulted in the arrest of over 700
people from 15 countries in early August 2024,
and soon after the Lao PDR Government issued
a notice informing all companies and workers
within the zone that from the end of the month
strict inspections would be conducted and anyone
engaged in online fraud would be arrested and
dealt with severely. A working group of 250 officers
was assembled and inspections commenced on the
deadline.

Investigations by police in Zhejiang identified
numerous fraud operations in the zone, estimating
over 40,000 people to be working in them.'”® It is
not only Chinese nationals that are present in or
targeted by fraud operations based in the zone,
and various countries have issued warnings to their
citizens not to be fooled by offers for online jobs
located in the GTSEZ. This includes the Embassies
of the Philippines, Sri Lanka and India. A significant
number of Vietnamese nationals have also been
detained by police and repatriated, including 155
in August 2024.Y7

There are illegal online gambling and cyberfraud
sites scattered across Myanmar, but largely focused
in the north of the country close to China and the
southeast areas bordering Thailand. In September
2024, authorities in Wa State commenced a
crackdown on the industry. Amid a military
operation by a coalition of non-state armed groups

173 Telegram has become an important tool for the online gambling
and cyberfraud industries, with dozens of groups sharing regular
updates, including warnings about impending or ongoing law
enforcement actions.

174 Golden Triangle Special Economic Zone administration, media
release, 20 August 2024.

175 Criminal Investigation Bureau of the Ministry of Public Security,
EATEY% SRREETE—H175)  [Legal Online:
National anti-fraud action — Operation Chain Cutting], 24 June
2024. https://mp.weixin.qg.com/s/NugsKmlcS4bFbbCV7GMAYg

176 Ha Tinh Provincial Police Department, Cong an Ha Tinh triét
pha t6 chirc toi pham lira dao qudc t&, bat gilr 155 déi twgng tai
tinh Bo Keo [Ha Tinh police dismantle international fraud crime
organization, arrest 155 subjects in Bo Keo province], 7 August
2024,  https://congan.hatinh.gov.vn/bai-viet/cong-an-ha-tinh-
triet-pha-to-chuc-duong-day-lua-dao-chiem-doat-tai-san-tri-gia-
tram-ty-tai-dac-khu-kinh-te-tam-giac-vang_1723027183.caht



that overran the Kokang Self-administered Zone in
January 2024, theindustry was routed and several of
its local kingpins were deported to China. According
to China’s Ministry of Public Security since then
more than 50,000 Chinese nationals were arrested
in northern Myanmar and repatriated.'”’

Following the wave of arrests that occurred in 2023,
authorities in the autonomous Wa State continued
to detain and repatriate small groups of Chinese
nationals on a regular basis. From March 2024,
several larger transfers of cyber-enabled fraud
suspects occurred, along with masses of equipment
seized during raids. According to official Chinese
state media, the largest such handover occurred
in August when more than 300 Chinese nationals
were handed over at the Yunnan border.?”® Further
north in the border town of Muse, Shan State,
raids picked up over 800 fraud suspects, of which
352 Chinese were repatriated.’” Tachileik, Shan
State, is also a hotspot for criminal activity. Law
enforcement actions have arrested hundreds of
Myanmar and foreign nationals there over the past
12 months.

-
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Raid in Wa State detains over 300 in August 2024. Source: Wa State
Police Alert, 2024.

While raids, arrests and repatriations were taking
place in northern Myanmar, no comparable activity
occurred in and around Myawaddy Township,
the other main hub for cybercrime operations in

177 Criminal Investigation Bureau of the Ministry of Public
Security, AR IEERRITHERAILSVEREAS T RSB
[Ministry of Public Security: In recent years, more than 50,000
fraud suspects have been arrested in northern Myanmar], 27
August 2024. Accessed at: https://mp.weixin.qq.com/s/SZ-
TslgEwAeTgZ9XHQKCtA

178 Global Times, 307 telecom fraud suspects apprehended in
Myanmar and extradited to China, 21 August 2024. Accessed at:
https://www.globaltimes.cn/page/202408/1318442.shtml

179 CGTN, Myanmar police hand over 352 telecom fraud suspects
to China, 1 April 2024. Accessed at: https://news.cgtn.com/
news/2024-04-01/Myanmar-police-hand-over-352-telecom-
fraud-suspects-to-China-1srwVCH1hLO/p.html
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Myanmar. However, global attention continued to
focus on this area of Kayin State, with reports and
appeals for help emerging from people from across
the globe who had found themselves trapped in
heavily secure fraud hubs. One successful operation
did occurinMarch 2024, with the Chinese, Myanmar
and Thai Governments cooperating to facilitate the
repatriation of over 800 Chinese nationals.

In May this year, the Kayin Border Guard Force (now
renamed the Kayin National Army), erected sign
boards warning foreigners involved in online fraud
operations in the area to leave by October or face
punitive action. However, regional law enforcement
has confirmed that criminal groups have continued
to operate following this announcement, with some
moving further south to Payathonzu, another town
on the border with Thailand.#8

Prior to the announcement of the ban on POGOs,
the activities of both licensed and unlicensed
online operators had come under scrutiny by
Philippine authorities. On the border, Immigration
Bureau officers have been intercepting Filipinos
they suspect are travelling to other parts of the
region and Dubai to work in online gambling or
fraud operations.’® Foreigners subject to both
Philippine and international arrest warrants have
also been intercepted in large numbers both on
entry or attempting to leave, many facing charges
of involvement in various types of fraud and illegal
online gambling, in some cases stretching back for
years. This has included people from China, Taiwan
PoC, Japan, and the Republic of Korea, among
others. Immigration officials have also blocked
entry of large numbers of people seeking to enter
the country on tourist visas who they suspect to
actually be travelling to work illegally for online
platforms. This includes 150 Vietnamese nationals
who were stopped and turned away in March
2024

180 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

181 Global Fraud Meeting, National Police Agency of Japan, Tokyo,
Japan, September 2024.

182 Bureau of Immigration press releases, 2023-24.

183 Bureau of Immigration, Bl excludes over 150 Vietnamese
nationals in March, 8 April. Accessed at: https://immigration.gov.
ph/bi-excludes-over-150-vietnamese-nationals-in-march/
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Militia-controlled areas and convergence of
transnational organized crime

Two militias in Myanmar that became closely
tied to the rapid expansion of online gambling
and cyber-enabled fraud operations are the
Kokang Border Guard Force and the Kayin Border
Guard Force, with the latter recently renaming
itself the Kayin National Army (KNA). Until early
2024, the Kokang Border Guard Force ruled the
Kokang Self-Administered Zone of Myanmar,
also known as Special Region 1.'** The region
was long known for its casino industry which
exhibited rapid growth and evolution following
the instalment of the Kokang BGF in 2009. As is
the case with other armed groups located in Shan
State and other border enclaves of Myanmar,
the Kokang BGF had a documented history of
involvement in drug production and trafficking.
Law enforcement and criminal intelligence
officials in the Mekong region have reported the
presence of large-scale drug production sites
near Laukkai, which also became a major centre
for online hubs housing a range of criminal
enterprises.

Following the establishment of the Kokang BGF
in 2009, the administration, police, military and
border guards were led by a handful of families
who also dominated its economy, running
hotels, casinos, construction companies and
various other enterprises, including the powerful
conglomerates Werner International, Fully Light
Group, GOBO East, Hanley Group, and Xinbaili
Group. These actors and companies were deeply
involved in the zone’s illicit economies. Court
documents reviewed by UNODC show that
various criminal investigations in China dating
back to 2010 implicated Kokang companies in
cross-border gambling, money laundering, drug
trafficking and kidnapping.'®® There is also strong
indication that some of these militia-controlled
conglomerates have maintained financial and
business relationships with the United Wa
State Army, one of the leading producers of
methamphetamine also deeply engaged in the

184 For further discussion, see UNODC, Casinos, Money
Laundering, Underground Banking, and Transnational
Organized Crime in East and Southeast Asia: A Hidden and
Accelerating Threat, 2024.

185 UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia:
A Hidden and Accelerating Threat, 2024.

regional cyber-enabled fraud industry, among
other illicit activities.

Former chairman of Kokang SAZ Leading Body in Chinese custody,
January 2024. Source: Xinhua News Agency.

In December 2023, China’s Ministry of Public
Security issued ten arrest warrants for high-
ranking members of the Kokang BGF leadership,
including the heads of three of the major families
that have dominated the zone since 2009, due
to their alleged roles in leading multiple violent
criminal groups engaged in telecommunications
and network fraud against Chinese citizens.*
These warrants came amid fierce fighting, as
the Three Brotherhood Alliance coalition of
three non-state armed groups, the Arakan
Army, Myanmar National Democratic Alliance
Army (MNDAA), and Ta’ang National Liberation
Army, laid siege to territory controlled by the
Kokang BGF. The Kokang BGF and junta soldiers
surrendered in early January 2024 and soon after,
eight of the ten subjects of arrest warrants were
handed over to Chinese police and transported
to China under heavy police guard.

Upon taking control of Special Region 1,
the MNDAA reported finding various sites
used for synthetic drug production, seizing
methamphetamine, precursor chemicals, and
related clandestine laboratory equipment which
were handed over to Chinese police.

In the south of the country, another major site
for cyber-enabled fraud and online gambling
operators is Myawaddy and the surrounding
areas, located in Kayin State along the Thai border.
Major sites of transnational crime, including
KK Park, Yatai New City, and Dongfeng Park,
sit alongside dozens more secure compounds
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Materials and equipment seized at drug lab discovered by the MNDAA, February 2024.

Source: Tachileik News Agency, 2024.

where nationals from across the world continue
to be held, many trafficked and forced to engage
in cyber-enabled fraud.

Ethnic armed groups and militias play a key role
protecting these sites, and in some cases have
direct stakes in the industry. The Kayin BGF (or
Kayin National Army) is a major player in the
region, and corporate documents show it to
have a share in the Yatai New City project. This
led to the U.K. sanctioning two senior leaders
of the BGF for their links to forced labour at the
park.'®® Blockchain analysis firms have traced

186 HM Treasury, Office of Financial Sanctions Implementation,
Financial Sanctions Notice: Global Human Rights, 8
December 2023, www.gov.uk/government/news/uk-and-
allies-sanction-human-rights-abusers.

cryptocurrency transactions between operators
in the area and scam victims and have also
identified wallets receiving ransoms paid in
USDT by people seeking to secure the release
of family members held in the compounds. One
such investigation identified just two wallets
used by syndicates at KK Park received over US
$100 million in both scam revenues and ransom
payments.*®’

187 Chainalysis, The On-chain Footprint of Southeast Asia’s

‘Pig Butchering’” Compounds: Human Trafficking, Ransoms,
and Hundreds of Millions Scammed, 24 February 2024,
https://www.chainalysis.com/blog/pig-butchering-human-
trafficking/
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Thailand plays a role as a base for online gaming
and cyber-enabled fraud operations but is also
a hub for transnational crime groups who move
people, equipment and funds through the country.
With some of the region’s major online crime
hubs located in neighbouring countries on the
Thai border, law enforcement operations often
involve intercepting these flows. On numerous
occasions, Thai authorities have cut illegal cross-
border internet cables connecting to Poipet in
Cambodia and to Myawaddy and surrounding
areas in Myanmar. Police and customs have also
seized equipment both being imported through
Thailand and transported between Myanmar, Lao
PDR and Cambodia via Thai territory. This includes
thousands of SIM cards, computers, phones, SIM
boxes, and Starlink satellite internet receivers.
The Thai telecom regulator has also ordered telco
operators to limit their signals so they cannot be
utilized by cross border gangs. However, many
properties in areas like Poipet that rent office space
to online operators continue to include in their
vacancy adverts that the property has Thai internet
connection.

Acting under a recent national government agenda
priority, raids targeting online gambling and cyber-
enabled fraud in Thailand are a near weekly
occurrence, but in general they are not on the
same scale as those seen in Cambodia, Lao PDR,
Myanmar and the Philippines, usually involving
no more than a dozen or so people. One recent
exception was a raid in Nakhon Si Thammarat
Province, in which over 70 people were detained
across several locations, suspected of defrauding
people in China, Russia and Thailand.8®

188 Department of Special Investigation, DS| audrindsAusinga loiwos
(s01.5) wazntsududnnantuAIAaIn ATAAUTUNNUAIADA
wwnosss Tnal Tuduiiuesedsssusia [DSI joins forces with
Cyber Police (TCSD 5) and several other agencies to raid and
arrest a major call center gang in Nakhon Si Thammarat], March
2024, https://www.dsi.go.th/en/Detail/8e7d553d131c917dalec
c713c55bb47e

Equipment seized at Suvarnabhumi Airport, including over 100
simboxes, 6,000 SIM cards and Starlink satellites. Source: Thai
Customs, May 2024.

Although raids in Thailand usually involve arrests
of smaller numbers of suspects, they often result
in seizure of large amounts of cash and high value
assets, including luxury cars, property deeds, and
other items, often concerning gambling or fraud
platforms with extremely high fund turnover. These
actors often locate the bulk of their operations in
neighbouring Cambodia and Myanmar. Similarly,
raids have been conducted in Bangkok and other
cities on homes of leaders of scam syndicates based
in Lao PDR.'®

189 Royal Thai Police Central Investigation Bureau, 22 June
2023. https://www.facebook.com/CIBTHAILAND/posts/
pfbid02e7jSYXSHd1uF4RVjhGik6JzoyRS4Q

4SC7QwgVVqcPxnLsdulJASuDLbEKNQaWGwWAI



A SG $3 billion scandal: Singapore investigation
uncovers global illegal gambling and money
laundering network

In August 2023, authorities in Singapore
announced its largest ever money laundering
investigation, culminating in the arrest of 10
foreign nationals suspected of laundering
the proceeds of overseas organized crime
activities, including online gambling and
telecommunication scams. Singapore police
conducted a series of sweeping raids across the
country consisting of more than 400 officers
following analysis of suspicious transaction
reports, seizing close to S$1 billion (US $732
million) in cash and USDT, real estate, luxury cars,
other assets including over 250 luxury handbags,
jewelry, and watches.**°

Seized assets and bulk-cash reported during the Singapore raid.
Source: Singapore Police Force, 2023.

In the following weeks the value of assets seized
or subject to prohibition of disposal orders
increased to around SG S$3 billion (US $2.3
billion). All of those arrested eventually pleaded
guilty to various financial crimes and forfeited
their seized assets. While the full extent and
exact sources of their wealth is not known,
the charges largely focused on laundering of
funds acquired through illegal online gambling

190 Singapore Police Force, Ten Foreign Nationals To Be Charged
For Offences Including Forgery And Money Laundering With
An Estimated Value Of About One Billion In Cash And Various
Assets Seized, Frozen Or Issued With Prohibition Of Disposal
Orders, 16 August 2023. https://www.police.gov.sg/Media-
Room/News/20230816_10_Foreign_Nationals_Offences_
Forgery_Money_Launder_Est_1_Bil_Assets.
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activities, specifically in the Philippines.*** Prior
to their arrest, several were already subject to
Chinese wanted notices for involvement in illegal
gambling offences.

The defendants used various techniques to
obscure the source of their funds. This included
submitting forged property sales contracts, loan
documents, bank statements and corporate
financial statements, and producing false income
certificates. At least one defendant also received
profits from illegal online gaming business in
Tether (USDT), which was liquidated into cash
and stored at his property in Singapore. The
same individual falsified financial information
relating to his Singapore company to the Inland
Revenue Authority. Despite having no actual
business activities, the false information aimed
to give the impression of it being a progressively
profitable company, in turn increasing his
chances of obtaining permanent residency
status in Singapore.'*?

Beyond Singapore, they collectively owned or
had links to dozens of companies, held bank
accounts and owned property in countries
including China, Cambodia, the Philippines,
Thailand, United Arab Emirates (U.A.E.), Cyprus,
the United Kingdom, and Jersey.'*®* While all
were originally from Fujian, China, they acquired
additional citizenships from countries including
Cambodia, Cyprus, Dominica, Saint Kitts and
Nevis, Saint Lucia, Turkiye, and Vanuatu. Nine
held Cambodian citizenship, and several held
multiple passports, with one individual having
held citizenship for five different countries.'**

The court heard how the defendants had earned
millions through online gambling platforms
located in several underregulated offshore

191 According to Singapore Police Force press releases following
verdict of each of the ten defendants, published 2 April — 10
June 2024. See for example: Tenth Person Sentenced For
Forgery And Money Laundering Offences In Anti-Money
Laundering Operation, 10 June 2024, https://www.police.gov.
sg/media-room/news/20240610_tenth_person_sentenced_
for_forgery_and_money_laundering_offences.

192 Singapore Police Force, Press Releases, 2023.

193 As per corporate records reviewed by UNODC and affidavits
presented before the court and captured in trial reporting.

194 Although all were born in China, police reports describe
only three as Chinese, while the others were recorded
as Cambodian, Cypriot, Turkish, Vanuatuan. Documents
reviewed by UNODC and affidavits presented during the trial
revealed all held multiple natioanlitues.
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jurisdictions. Wang Shuiming, for instance, was
named in a notice from police in Shandong
Province, China, in connection to online gambling
under the Hengbo Baowang Group.'*® According
to court documents, another convicted
individual, Wang Baosen, also admitted to
working at Hongli International,’*®* which was
located in the Clark Freeport area in Pampanga,
later moving to Bavet City, Cambodia.

The court also heard that Lin Baoying held
residential properties in the Philippines and her
partner Zhang Ruijin owned a Philippine real
estate company. In the incorporation document
for a U.K. company they registered in 2019, Lin
and Zhang listed their address at Clark Freeport
Zone, Pampanga (a property later raided by
Philippine police).*” A Singapore company
registered by defendant Su Haijin received
over SG $2 million from Philippine company
Marketrole Asia Pacific Services, which held a
POGO Service Provider license. Marketrole also
had a presence at the Lucky South 99 gambling
hub that was raided in June 2024.%%

It emerged later that Zhang Ruijin and Lin Baoying
also had ties to the Zun Yuan Technology POGO,
which as discussed earlier was raided in March

195 Zibo Public Security Bureau Boshan Branch, August 2022.

196 As reported in Straits Times, $3 billion money laundering
case: Third accused convicted, sentenced to 13 months’
jail, April 2024, https://www.straitstimes.com/singapore/3-
billion-money-laundering-case-third-accused-convicted-
sentenced-to-13-months-jail.

197 lJinying Invest Company Limited, Certificate of Incorporation,
January 2019. https://find-and-update.company-information.
service.gov.uk/company/11797729.

198 Roundtable Meeting on Transnational Organized Crime and
Cyber-Enabled Fraud, Manila, Philippines, May 2024.

Diversification of criminal groups operating in
Southeast Asia

While there has been significant coverage on the
role of the Chinese criminal groups engaged in
the regional cyber-enabled fraud industry, less
attention has been paid to groups from Japan and
the Republic of Korea (ROK). Assessing the scale
at which criminal networks from both countries
are operating in the region remains challenging,
however it is clear that both Japanese and ROK
citizens are increasingly being targeted by online
gambling and fraud groups, evidenced by mounting
losses and several high-profile money laundering

2024. In May, it came to light that they appear
as shareholders on the incorporation documents
of Baofu Land Development, Inc., which owned
and leased the land to Zun Yuan Technology and
before that to Hong Sheng Gaming Technology,
which itself was raided in 2023. The now
dismissed Mayor of Bamban held a 50% stake
in Baofu, which she has claimed she divested.
Another wanted Chinese-born man with Cypriot,
Cambodian and Saint Kitts and Nevis citizenship
was also listed as a shareholder.

Those arrested in Singapore in August 2023 were
given sentences ranging from 13 to 17 months, of
which all served two thirds,**° before they were
deported. Eight were put on flights to Cambodia,
one to Japan and one to the U.K. One man was
subsequently deported from Cambodia to China,
but the whereabouts of the other nine are not
currently publicly known.

While the case represents one of the biggest
money laundering investigations in Singapore’s
history, it may be the tip of the iceberg for such
cases in the region. The details that emerged
in court and the connections outlined above
are extensive, at least 17 others are under
investigation, a number left the country before
or after the raids, and several are now subject to
Interpol Red Notices.?®

199 Under the Conditional Remission System, most inmates in
Singapore prisons are released after they have served two-
thirds of their sentence, if they display good conduct and
behaviour.

200 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

cases related to illegal online gambling and online
fraud. At the same time, there is indication that
a range of other foreign criminal groups already
based in Southeast Asia have begun to diversify
and prioritize targeting of Japanese and Korean
nationals.

Japanese criminal groups, including Yakuza, have
become increasingly active within Southeast Asia’s
criminal ecosystem, establishing themselves in
Cambodia, Thailand, and the Philippines, among
other Southeast Asian countries.?°*?%2 These groups

201 Global Fraud Summit, National Police Agency of Japan, Tokyo,
Japan, September 2024.

202 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.



target compatriots in Japan with various types of
fraud, and scams targeting older people in Japan
with fraudulent saving and pension products have
received considerable coverage domestically. Other
scams involve providing free investment seminars
and coaching people to invest via fraudulent
platforms. Japan’s National Police Agency has also
reported a steep rise in fraud via social media in
recent years, in which ads for fake investment
schemes are posted with unauthorized celebrity
endorsements. The overwhelming majority of
victims are over the age of 50.2 In the first half
of 2024, the total lost to investment fraud and
romance scams linked to social media reached
¥66.02 billion (US $459.8 million), exceeding the
¥45.5 billion lost in all of 2023.2%

7

P

Advertisement of assorted ‘dating materials’ for targeting Japanese
citizens being marketed to cyber-enabled fraud operators on Telegram.

Japanese crime groups are particularly active in
the Philippines. A number of fugitives have fled to
the country in recent years, with frequent reports
of immigration authorities arresting individuals
subject to Japanese arrest warrants for involvement
inonline fraud. Forinstance, fourJapanese nationals
who were deported in July 2024 were alleged to
be founding members of a significant Cambodia-
based fraud operation and were also facing charges
of unlawful capture and confinement.?%

One major Japanese group that has established
itself in the Philippines is the Luffy Gang, which
engaged in a range of crimes, including online and
phone scams.?°® The Luffy Gang was also involved
in various other crimes, recruiting people online
to commit crimes including robberies and home

203 Japan National Police Agency statistics, quoted in Nippon, 12 July
2024. https://www.nippon.com/en/japan-data/h02035/

204 Japan National Police Agency, July 2024.

205 Bureau of Immigration, PH immig nabs 4 aliens tagged as fugitive
in Japan, 16 July 2024. https://immigration.gov.ph/ph-immig-
nabs-4- aliens-tagged-as-fugitive-in-japan/.

206 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.
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invasions in Japan. The alleged leader of the group
was deported from the Philippines to Japan in
2023, with several other members deported in
later months. The Luffy Gang is reported to be
affiliated with the JP Dragon syndicate, which has
also operated from a base in the Philippines and is
involved in online fraud. JP Dragon members have
also been deported from the Philippines in recent
years.207.208

Raids have also occurred in Cambodia leading to
the arrest of Japanese nationals who have been
deported under Japanese police escort. One group
of 25 Japanese nationals was arrested in Phnom
Penh in September 2023, with at least some of
them found to be in confinement following their
rescue by local authorities in coordination with
the Japanese Embassy.?”® Raids have also picked
up Japanese nationals operating scams from
residential and office buildings in Malaysia.?*°

Money laundering operations have also been
established that serve online gambling and fraud
operations. Most recently, Japanese authorities
brought down senior members of the Rivaton
Group (1) /N | >4/ )L—77), a money laundering
organization found to have deposited at least ¥70
billion (US $487 million) into over 4,000 corporate
accounts associated with more than 500 front
companies.?!! At least 40 people work for the
group, and under pursuit by authorities, its leaders
fled to the Southeast Asia region and in July and
August two were arrested in the Philippines.???
Three others were arrested later after flying back
to Japan.?3214

Some of the groups operating scams from the
region are identified as being Yakuza. In one case

207 Bureau of Immigration, Bl agents arrest Japanese fugitive, 7
March ~ 2024.  https://immigration.gov.ph/bi-agents-arrest-
japanese-fugitive/

208 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

209 Global Fraud Summit, National Police Agency of Japan, Tokyo,
Japan, September 2024.

210 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

211 Japan National Police Agency, media release, 23 May 2024.

212 Philippines Bureau of Immigration, Bl to deport Jap fugitive
wanted for fraud, money laundering, 28 August 2024. https://
immigration.gov.ph/bi-to-deport-jap-fugitive-wanted-for-fraud-
money-laundering/

213 Osaka Prefectural Police, September 2024.

214 Global Fraud Summit, National Police Agency of Japan, Tokyo,
Japan, Bilateral Meeting, September 2024.
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in Thailand in 2024, two Japanese men allegedly
murdered and dismembered a member who
violated gangrules, before fleeing to Laos. According
to police, the two men ran a scam call centre and
were involved in related money laundering using
cryptocurrency and other methods.?1521

Elsewhere in East Asia, nationals from the Republic
of Korea are also suffering the impacts of online and
telephone scams. In 2023, damages from online
and telecom scams reached 196.5 billion won (US
$147.8 million) last year, a 35.4 percent increase
on 2022.2Y Although the scale of the problem has
grown significantly in recent years, telecom scams
have been targeting Korean citizens for well over
a decade. In 2011, in the first case of cross-border
cooperation on this issue between Chinese and
Korean law enforcement, 23 people were arrested in
China suspected of having stolen at least 200 billion
won (US $180 million) from ROK through police and
bank impersonation phone calls.?® More recently
a similar case resulted in the arrest of 13 Koreans
and three Chinese for allegedly extorting 2.7 billion
won (US $2 million) through voice phishing scams
from a base in Qingdao, China.?*®

Korean fraud groups also operate from Southeast
Asia or have fled to the region to escape charges
in the Republic of Korea. This includes Thailand,
where an arrest occurred in March 2024 of a Korean
national who was an alleged leader of a fraud gang
based in China. He fled to Pattaya and was arrested
under an Interpol Red Notice.??° Similar arrests and
deportations have been reported in Viet Nam, and
in March 2024 a ROK national accused of running
a Philippines-based gambling website was arrested
in Da Nang and extradited under a Red Notice.?*!

Lao PDR has also emerged as a site for Korean fraud
groups, who have been implicated in deceiving
Korean workers into scam operations in the Golden

215 Royal Thai Police, Media Release, April 2024.

216 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud,
Bangkok, Thailand, August 2024.

217 Financial Supervisory Service of Korea, media release, March
2024.

218 The Korea Times, Chinese voice phishing ring busted, 24 April
2011. Accessed at: https://www.koreatimes.co.kr/www/
nation/2024/08/113_85802.html

219 Seoul Metropolitan Police Agency, Media Release, September
2023.

220 Royal Thai Polic, Press Conference, March 2024.

221 Police Department of Pa Nang Province, March 2024, Accessed
at: https://www.facebook.com/congantpdanang/posts/
pfbid031T6KHVf2XEeRgdjvECdeYYZtyXMxyEMdKr2L5W66nWz
nRENCg905JdbpiUgAiuiZl

Triangle region. In August 2024, a court in the
Republic of Korea sentenced the head of an online
scam group that operated in Lao PDR and Myanmar
to eight years in prison for luring Koreans to Laos
with promises of high salaries then forcing them to
commit fraud. Nearly 60 victims lost 23 billion won
(US S17 million) to the group. Twelve others also
received custodial sentences according to media
coverage of the court proceedings.??

The Ministry of Foreign Affairs of the Republic
of Korea has warned that cases of ROK nationals
becoming trapped in regional scam compounds
has increased in recent years, especially in the
Golden Triangle area. Between 2021 and February
2024, 55 cases were reported and 140 Korean
nationals rescued.?”® In November 2023, 19 ROK
nationals were rescued from Tachileik in northern
Myanmar.??* Subsequently, Korea’s Ministry of
Foreign Affairs imposed a Level 4 travel ban
on northeastern Shan State and Kayah State in
Myanmar, followed in January by a ban on travel to
the Golden Triangle SEZ in Laos, to prevent people
falling into fraud schemes.?®

The convergence of cybercrime operations and
drug trafficking was illustrated in one case reported
in May 2024 in which a voice phishing group was
detected importing 5.77kg of drugs including
methamphetamine worth 2.9 billion won (US
$2.2 million) to ROK. Twenty-seven people were
arrested on charges related to fraud, narcotics,
and operating a criminal organization. The group
established an overseas base in the Philippines that
spoofed phone calls to look like they were coming
from inside ROK in order to target people with law
enforcement impersonation scams, defrauding at
least 81 people of 1.1 billion won (US $822,000).
The fraud group reportedly expanded into narcotics
after noting their communication capacities,
delivery and collection methods, and networks
with trusted partners could be repurposed.?®

222 Naver News, Court Proceedings Coverage of the 11th Criminal
Division of the Daegu District Court, “5'd°} ZFEEzgto|dZ’
a8l EAF A) L. A A [‘Southeast Asia’s Golden
Triangle’ imprisoned to force investment scams... per diem
jail sentences], 16 August 2024. https://n.news.naver.com/
article/003/00127319597?sid=102

223 Ministry of Foreign Affairs of the Republic of Korea, Media
Release, February 2024.

224 Ministry of Foreign Affairs of the Republic of Korea, Media
Release, November 2024.

225 Ministry of Foreign Affairs of the Republic of Korea, 222
ZEEgoldZ AAST YFA XA oA [Laos Golden
Triangle Special Economic Zone to be Designated as a ‘Travel
Ban’], 11 January 2024. https://overseas.mofa.go.kr/www/
brd/m_4076/view.do?seq=370469

226 Seoul Dongdaemun Police Station, Media Release, May 2024.



As has been the case with Japanese nationals, the
Philippine Bureau of Immigration has announced
numerous arrests and deportations of Koreans
wanted by authorities for involvement in online
and phone scams, as well as illegal online gambling
targeting ROK nationals. Several have been subject
to arrest warrants for years and had been staying in
the Philippines on long expired visas.
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wanted for telco fraud
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Source: Philippine Bureau of Immigration, 2024.

In @ number of cases, police have also identified
entities and individuals linked to the Democratic
Republic of Korea (DPRK). In 2020, eight people
from ROK working for a fraud syndicate based in
northeast China were arrested. The group was
found to have cooperated with a hacker from
DPRK. The group used information the hacker
stole from a private money lender, then used it to
target customers and trick them into downloading
a malware application developed by the hacker
to steal more information from them. The app
was sent to more than 200 people in South Korea
and used to steal over US $1.8 million.??” ROK
intelligence identified the hacker as an employee
of a company subordinate to the Ministry of Rocket
Industry of the Democratic People’s Republic of
Korea.?®

227 National Intelligence Service of the Republic of Korea, Media
Release, November 2023.

228 As per United Nations Security Council, Letter dated 2 September
2022 from the Panel of Experts established pursuant to resolution
1874 (2009) addressed to the President of the Security Council,
7 September 2022, which states: “In early 2022, the Member
State obtained a manual for the hacking application and video
clips demonstrating its functions [...] An individual in the video
was identified as Song Rim, a worker at the “Biryugang Overseas
Technology Cooperation Company” (BlF231271=dZAL,
directly linked to the “Hapjanggang Trading Corporation” (
RSB AL subordinate to the Ministry of Rocket Industry
of the Democratic People’s Republic of Korea ( EAIE3H).
The Ministry of Rocket Industry is subordinate to the Munitions
Industry Department.”

Regional overview I

In February 2024, an ROK authority reported
that the DPRK company Gyonghung Information
Technology had made thousands of illegal online
gambling websites and sold them to a South
Korean cybercrime ring, charging a one-off fee
per site along with monthly maintenance fees and
commissions. According to ROK authorities, the
developers also embedded malware within the
websites to harvest user information.?*

Website allegedly created by Gyeongheung Information Technology.
Source: Transnational Crime Information Center, Republic of Korea,
2024.

Industry mobility and expansion of cyber-
enabled fraud and Asian crime syndicates

While it is unclear if it is happening at scale,
there is also evidence of Asian crime syndicates
expanding into other regions. In addition to the
abovementioned online gambling and cyber-
enabled fraud incident in the Isle of Man, groups
active in East and Southeast Asia have also
expanded to countries including Georgia, the
United Arab Emirates (UAE), and various parts of
Africa and the Pacific. For instance, in April 2024,
a fraud syndicate was discovered in Zambia,
leading to the arrest of 77 suspects, including 22
Chinese nationals who were later sentenced to up
to 11 years in jail.?*® Major raids were also recently
reported by authorities in Dubai. As noted earlier
in the Singapore money laundering case, as well as
utilizing the UAE as a base for online gambling and
fraud operations, regional crime groups involved in
money laundering have converted proceeds into
properties in the city.??* Other ringleaders who have
been apprehended or are wanted are also known
to frequent the country. Moreover, in late 2023,

229 Transnational Crime Information Center, Republic of Korea 2024.

230 Drug Enforcement Commission of Zambia, April 2024.

231 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud, August
2024.
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Peruvian authorities also rescued a group of over
40 Malaysians who were being held by a gang from
Taiwan PoC identified as the ‘Red Dragon’ syndicate
and forced to commit cyber-enabled fraud.?*?

Another adaptation that has become commonplace
across the industry is the acquisition of foreign
citizenship and ‘golden visas’. The acquisition of
citizenship in second, third, or more jurisdictions is
in most cases not illegal, although some countries
forbid dual nationality, and a person may be legally
required to give up their original citizenship in
some cases. Becoming a naturalized citizen in some
countries can sidestep restrictions on 100 per cent
ownership of land or companies and ease other
administrative and logistical challenges. In some
cases, it also opens up the number of countries a
person may be able to travel to visa-free. However,
as statedin a 2023 Financial Action Task Force (FATF)
report on this issue, citizenship and residency by
investment can provide ‘the criminally wealthy’
with opportunities to place assets overseas to
prevent or hinder asset recovery efforts, obscure
suspicious high-value transactions, and enable
the movement illicit funds across borders. It also
creates gateways to new financial systems and
markets.>3

Cambodia, for instance, is one Southeast Asian
country which grants naturalization to people
who invest a certain amount, and the system
has been taken advantage of by a large number
of transnational crime actors. For example, She
Zhijiang the abovementioned kingpin behind the
Yatai New City complex in Shwe Kokko, Myanmar,
obtained Cambodian citizenship in 2017.2** She
has been wanted by Chinese police for over a
decade and was arrested in Thailand in 2022,
where he remains fighting extradition.?** In 2023,
he was sanctioned by the United Kingdom due to
his links with forced labor associated with cyber-
enabled fraud in Myanmar.?*® Another major online

232 Ibid.

233 FATF, Misuse of Citizenship and Residency By Investment
Programmes, 2023. Accessed at: https://www.fatf-gafi.org/
content/dam/fatf-gafi/reports/Misuse-CBI-RBI-Programmes.pdf.
coredownload.pdf.

234 According to naturalization decree published in Cambodia’s
Royal Gazette.

235 Reuters, Thai police arrest suspected Chinese gambling
kingpin, 16 August 2022. https://www.reuters.com/world/
asia-pacific/thai-police-arrest-suspected-chinese-gambling-
kingpin-2022-08-15/.

236 HM Treasury, Office of Financial Sanctions Implementation,
Financial Sanctions Notice: Global Human Rights, 8 December
2023, www.gov.uk/government/news/uk-and-allies-sanction-
human-rights-abusers.

gambling executive implicated in large-scale cyber-
enabled fraud operations obtained Cambodian
citizenship in 2022%’and was arrested in Thailand
and extradited in 2023 facing charges of money
laundering in Taiwan PoC.?*®2%*° Qther cases have
been observed across the region where citizenship
has been improperly obtained, for example, in the
Philippines it has come to light that an unknown but
likely significant number of foreign nationals have
been able to obtain Philippine identity documents,
and in some cases have used these documents
to obtain passports. This includes individuals
connected to raided POGQOs.*°

Satellite image of cyber-enabled fraud and illegal online gambling

compound based in one Mekong country operated by abovementioned
Taiwan PoC criminal group. Source: Google Earth, 2023.

Acquisition of citizenship or at least long-term
residence is common among senior leaders of the
major Asian crime syndicates that have established
bases in Southeast Asia. Once established in these
locations, a number of these actors have created
and expanded large business conglomerates with
sometimes dozens of subsidiaries across various
sectors, posing significant challenges to the efforts
of regional law enforcement.

237 According to naturalization decree published in Cambodia’s
Royal Gazette.

238 Bureau of Taiwan PoC, MJIB Arrests and Escorts Back Chief
Suspect Kuo Che-Min from Thailand for Involvement in Cross-
Border Underground Banking by Nexio Technology, 19 September
2023. https://www.mjib.gov.tw/news/Details/28/911

239 UNODC, Casinos, Money Laundering, Underground Banking
and Transnational Organized Crime in East and Southeast Asia,
January 2024.

240 UNODC, Regional Meeting of Analysts and Investigators on
Transnational Organized Crime and Cyber-Enabled Fraud, August
2024.



Underground banking, money
laundering, and the rise of
crime-as-a-service

-.-i e

e

el ol
- - -






Underground banking, money laundering, and the rise of crime-as-a-service I

Underground banking, money laundering, and the

rise of crime-as-a-service

Transnational organized crime groups in East and
Southeast Asia have emerged as clear market
leaders in underground banking or informal cross-
border value transfer and money laundering. These
groups have become increasingly sophisticated
and agile in recent years, demonstrating the
ability to adapt to, and utilize, changes in political
and business environments and rapidly leverage
advances in technological innovation. This has been
most apparentinthe extensive targeting and misuse
of the casino and junket® industry and innovations
in online gambling, where organized crime has
managed to subtly integrate developments in
information, financial, and blockchain technology
into the regional underground banking system at
scale.? However, Asian crime syndicates that have
moved their bases of operation into Southeast Asia
have continued to evolve and, in some cases, have
consolidated, with many hedging against mounting
enforcement crackdowns by diversifying business
lines throughout some of the most vulnerable and
underprepared parts of the region and beyond.

1 A junket is an arrangement between a hosting casino and a junket
operator to facilitate gambling by an individual or group of high-
wealth players for a period of time through VIP programmes or
tours. Through their relationships with casinos, junket operators
can offer incentives and perks to their VIP club members and
other prospective VIP gamblers. Most critically, recent law
enforcement action has demonstrated the scale at which some
junket operators have been able to serve as international bank-
like entities, providing a variety of underground financial services
including credit issuance, currency exchange and multi-currency
payment and settlement solutions, remittances, and extra-legal
debt collection mechanisms which have been heavily exploited
by organized crime.

2 UNODC, Casinos, Money Laundering, Underground Banking,
and Transnational Organized Crime in East and Southeast Asia,
January 2024.

In addition to the complex challenges posed
by underregulated casinos and junkets, illegal
online gambling platforms, and the sophisticated
underground banking and money laundering
networks needed to service them, the rise of
underregulated and unauthorized virtual asset
service providers (VASPs) has compounded the
presentsituation. More specifically, the proliferation
of high-risk exchanges, over the counter (OTC)
services, large peer to peer (P2P) traders and other
related businesses controlled by and facilitating
transnational organized crime has fundamentally
reshaped the business environment for criminal
groups operating in Southeast Asia, and particularly
the Mekong. As major cases examined in this
chapter demonstrate, the creation and continued
success of these mechanisms have together fueled
the expansion and diversification of the region’s
booming illicit economy, in turn attracting new
networks, innovators, service providers, and
business models to the criminal ecosystem — with
the situation now rapidly outpacing the capacity of
governments to contain it.

The ongoing expansion of the region’s laundering-
as-a-service industry remains largely led by major
transnational criminal groups based in Hong
Kong and Macau, China, as well as Taiwan PoC.
It is deeply rooted in the historically close links
between junkets, which